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® Accueil, présentation du contexte (30’)
® Obfuscation avec LLVM (45’)

® Pause (15')

® Protection de binaires ARM (45’)

® Perspectives et conclusion (157)

® Apéro
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® HEIG-VD

® Pascal Junod, Grégory Ruch, Julien
Rinaldini

® EIA-FR

® Jean-Roland Schuler, Adrien Giner, Marc
Romanens
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® Etude des techniques de protection
logicielle

® Source code
® Binaire

® Développement de prototypes d’outil de
protection
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Combien ?

® CHF 160°000, financeés par la HES-SO via le
RCSO-TIC

® 200 heures (professeurs)
® 2000 heures (assistants de recherche)

® Effort réparti equitablement entre les deux
instituts
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® Décembre 2010 a décembre 2012
® Prévu de terminer en décembre 2011...

® Difficultés a recruter des assistants

«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012 S——




H es he|8‘Vd /é‘ Ecole d'ingénieurs et d'architectes de Fribourg
eeeeeeeeeee Ingenierie et de Gestion # E| | Hochschule fiir Technik und Architektur Freiburg

dddddddddddddd

Comment?

® \WP1: Etude de I'état de I'art, acquisition de
compétences (2 mois)

® \WP2{a,b}: Conception et développement
d’un outil d’obfuscation, de
«watermarking» et de «tamperproofing»
de code

® \WP3: Réalisation du rapport contenant les
syntheses des différentes parties du projet
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Pourquoi?

® Différents types d’adversaires:
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Adversaires de type
«black-box»

® Respectent les regles (!)

® Interagissent avec les composants
logiciels en accord avec les
interfaces définies
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Adversaires de type
«grey-box»

® Cherchent a obtenir de
I'information supplémentaire sur
le fonctionnement de la boite
hoire:

® Timing
® Emanations diverses
® Fautes
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Adversaires de type
«grey-box»

® Cherchent a obtenir de
I'information supplémentaire sur
le fonctionnement de la boite
hoire:

® Timing

® Emanations diverses

® Fautes
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Adversaires de type
«white-box»

® C'est |le type d’adversaire contre
lequel il est le plus difficile de se
protéger.

® || maitrise compléetement le SW/HW

® || peut lire dans toutes les
mémoires

® || peut perturber tous les calculs
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Adversalre de type
«white-box»

® Exemples dans la vie réelle:
® Contournement de DRM
® «Cracking» des mécanismes de licence

® Vol de propriété intellectuelle par
«reverse-engineering» de SW
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Adversaires de type
«white-box»

® Exemple classique:

1f (RSA verify (signature) ==
RSA VALID SIGNATURE) ({

// Perform some critical operation
} else {
return NOT AUTHENTICATED

_RGSO-TIC
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Adversaires de type
«white-box»

® Au niveau du langage machine, cela donne:
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Adversaires de type
«white-box»

® Au niveau du langage machine, cela donne:

cmp S0x0, %ebx
je Ox64FE89A1
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Adversaires de type
«white-box»

® Au niveau du langage machine, cela donne:

cmp S0x0, %ebx
je Ox64FE89A1
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Contre- I\/Iesures
Classiques

® Utilisation de «hardware» comme base de
confiance:

® TPM
® smartcard

® USB dongle

- RCSO-TIC
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Contre- I\/Iesures
Classiques

® Probleme: ce hardware n’est pas toujours:
® présent;
® suffisamment bon marche;
® flexible;

® ctc.
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Protection Logicielle
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Protection Logicielle
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«Reverse Engineering»

Reuse
module
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Agents Mobiles

Mobile Shopping\

& Mobile S‘noppiné\
; Agent

Agent

.

Best price: $9.95
Best vendor: CD4Thee.com

/

Best price: $12.95
Best vendor: CDAxel.com

CDAxel.com
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«Cloud Computing»

Super-
computer Axel

Doris
[
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Confidential
inputs

/

Confidential
results
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Scénarios d'attaque
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® «Reverse Engineering», extraction d’IP, de
secrets

® Modification de code

® Distribution de code

_RGSO-TIC

Réseau de Compétences




H es helg_\/d ’é Ecole d'ingénieurs et d'architectes de Fribourg
i

aute Ecole d'ngenierie et de Gestion # =\ Hochschule fiir Technik und Architektur Freiburg

du Canton de Vaud

Protection Logicielle

® Rendre le code plus difficile a
® Rendre le code plus difficile a

® Rendre le code unique
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Protection Logicielle

Obfuscation

® Rendre le code plus difficile a comprendre
® Rendre le code plus difficile a

® Rendre le code unique

Réseau de Compétences
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Protection Logicielle

Obfuscation

® Rendre le code plus difficile a comprendre

«Tamperproofing»

® Rendre le code plus difficile a

® Rendre le code unique
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Protection Logicielle
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Obfuscation

® Rendre le code plus difficile a comprendre

«Tamperproofing»

® Rendre le code plus difficile a

® Rendre le code unique

Tatouage
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Software Protection

® D’apres Wikipedia, un logiciel
«obfusqué» est du code source ou
machine qui a eté rendu
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On the (Im)possibility of Obfuscating Programs*

Boaz Barak’ Oded Goldreich? Russell Impagliazzo®  Steven Rudich®
Amit Sahai Salil Vadhan** Ke Yang'f

July 29, 2010

Abstract

Informally, an obfuscator O is an (efficient, probabilistic) “compiler” that takes as input a
program (or circuit) P and produces a new program O(P) that has the same functionality as
P yet is “unintelligible” in some sense. Obfuscators, if they exist, would have a wide variety
of cryptographic and complexity-theoretic applications, ranging from software protection to
homomorphic encryption to complexity-theoretic analogues of Rice's theorem. Most of these
applications are based on an interpretation of the “unintelligibility” condition in obfuscation
as meaning that O(P) is a “virtual black box,” in the sense that anything one can efficiently
compute given O(P), one could also efficiently compute given oracle access to P.

In this work, we initiate a theoretical investigation of obfuscation. Our main result is that,
even under very weak formalizations of the above intuition, obfuscation is impossible. We prove
this by constructing a family of efficient programs P that are unobfuscatable in the sense that
(a) given any efficient program P’ that computes the same function as a program P € P, the
“source code” P can be efficiently reconstructed, yet (b) given oracle access to a (randomly
selected) program P € P, no efficient algorithm can reconstruct P (or even distinguish a certain
bit in the code from random) except with negligible probability.

We extend our impossibility result in a number of ways, including even obfuscators that
(a) are not necessarily computable in polynomial time, (b) only approximately preserve the
functionality, and (¢) only need to work for very restricted models of computation (TC?). We
also rule out several potential applications of obfuscators, by constructing *“unobfuscatable”
signature schemes, encryption schemes, and pseudorandom function families.
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Abstract

Informally, an obfuscator O is an (efficient, probabilistic) “compiler” that takes as input a
program (or circuit) P and produces a new program O(P) that has the same functionality as
P yet is “unintelligible” in some sense. Obfuscators, if they exist, would have a wide variety
of cryptographic and complexity-theoretic applications, ranging from software protection to
homomorphic encryption to complexity-theoretic analogues of Rice's theorem. Most of these
applications are based on an interpretation of the *unintelligibility” condition in obfuscation
as meaning that O(P) is a “virtual black box,” in the sense that anything one can efficiently
compute given O(P), one could also efficiently compute given oracle access to P.

In this work, we initiate a theoretical investigation of obfuscation. Our main result is that,
even under very weak formalizations of the above intuition, obfuscation is impossible. We prove
this by constructing a family of efficient programs P that are unobfuscatable in the sense that
(a) given any efficient program P’ that computes the same function as a program P € P, the
“source code” P can be efficiently reconstructed, yet (b) given oracle access to a (randomly
selected) program P € P, no efficient algorithm can reconstruct P (or even distinguish a certain
bit in the code from random) except with negligible probability.

We extend our impossibility result in a number of ways, including even obfuscators that
(a) are not necessarily computable in polynomial time, (b) only approximately preserve the
functionality, and (¢) only need to work for very restricted models of computation (TC?). We
also rule out several potential applications of obfuscators, by constructing *“unobfuscatable”
signature schemes, encryption schemes, and pseudorandom function families.
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Informally, an obfuscator © is an (efficient, probabilistic) “compiler” that takes as input a
program (or circuit) P and produces a new program O(P) that has the same functionality as
P yet is “unintelligible” in some sense. Obfuscators, if they exist, would have a wide variety
of cryptographic and complexity-theoretic applications, ranging from software protection to
homomorphic encryption to complexity-theoretic analogues of Rice's theorem. Most of these
applications are based on an interpretation of the *unintelligibility” condition in obfuscation
as meaning that O(P) is a “virtual black box,” in the sense that anything one can efficiently
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Abstract

Steven Rudich®

compute given O(P), one could also efficiently compute given oracle access to P.

In this work, we initiate a theoretical investigation of obfuscation. Our main result is that,
even under very weak formalizations of the above intuition, obfuscation is impossible. We prove
this by constructing a family of efficient programs P that are unobfuscatable in the sense that
(a) given any efficient program P’ that computes the same function as a program P € P, the
“source code” P can be efficiently reconstructed, yet (b) given oracle access to a (randomly
selected) program P € P, no efficient algorithm can reconstruct P (or even distinguish a certain

bit in the code from random) except with negligible probability.

We extend our impossibility result in a number of ways, including even obfuscators that
(a) are not necessarily computable in polynomial time, (b) only approximately preserve the
functionality, and (c¢) only need to work for very restricted models of computation (TC?). We
also rule out several potential applications of obfuscators, by constructing *“unobfuscatable”

signature schemes, encryption schemes, and pseudorandom function families.
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Abstract

Informally, an obfuscator O is an (efficient, probabilistic) “compiler” that takes as input a
program (or circuit) P and produces a new program O(P) that has the same functionality as
P yet is “unintelligible” in some sense. Obfuscators, if they exist, would have a wide variety
of cryptographic and complexity-theoretic applications, ranging from software protection to
homomorphic encryption to complexity-theoretic analogues of Rice's theorem. Most of these
applications are based on an interpretation of the “unintelligibility” condition in obfuscation
as meaning that O(P) is a “virtual black box,” in the sense that anything one can efficiently
compute given O(P), one could also efficiently compute given oracle access to P.

In this work, we 1nitiate a theoretical investigation of obfuscation. Our main result 1s that,
even under very weak formalizations of the above intuition, obfuscation is impossible. We prove
this by constructing a tamily of efficient programs }’ that are unobfuscatable 1n the sense that
(a) given any efficient program P’ that computes the same function as a program P € P, the
“source code” P can be efficiently reconstructed, yet (b) given oracle access to a (randomly
selected) program P € P, no efficient algorithm can reconstruct P (or even distinguish a certain
bit in the code from random) except with negligible probability.

We extend our impossibility result in a number of ways, including even obfuscators that
(a) are not necessarily computable in polynomial time, (b) only approximately preserve the
functionality, and (c¢) only need to work for very restricted models of computation (TC?). We
also rule out several potential applications of obfuscators, by constructing “unobfuscatable”
signature schemes, encryption schemes, and pseudorandom function families.
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Abstract

Informally, an obfuscator © is an (efficient, probabilistic) “compiler” that takes as input a
program (or circuit) P and produces a new program Q(P) that has the same functionality as
P yet is “unintelligible” in some sense. Obfuscators, if they exist, would have a wide variety
of cryptographic and complexity-theoretic applications, ranging from software protection to
homomorphic encryption to complexity-theoretic analogues of Rice's theorem. Most of these
applications are based on an interpretation of the “unintelligibility” condition in obfuscation
as meaning that O(P) is a “virtual black box,” in the sense that anything one can efficiently
compute given O(P), one could also efficiently compute given oracle access to P.

In this work, we 1nitiate a theoretical investigation of obfuscation. Our main result 1s that,
even under very weak formalizations of the above intuition, obfuscation is impossible. We prove

this by constructing a tamily of efficient programs }’ that are unobfuscatable 1n the sense that
(a) given any efficient program P’ that computes the same function as a program P € P, the
“source code” P can be efficiently reconstructed, yet (b) given oracle access to a (randomly
selected) program P € P, no efficient algorithm can reconstruct P (or even distinguish a certain
bit in the code from random) except with negligible probability.

We extend our impossibility result in a number of ways, including even obfuscators that
(a) are not necessarily computable in polynomial time, (b) only approximately preserve the
functionality, and (c¢) only need to work for very restricted models of computation (TC?). We
also rule out several potential applications of obfuscators, by constructing “unobfuscatable”
signature schemes, encryption schemes, and pseudorandom function families.
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® Méme si c’est impossible en théorie, rien
ne nous empéche d’essayer en
pratique :-)

® Hypotheses de sécurité plus faibles ?

® Le but est de rendre la tache a
I"adversaire plus couteuse, méme si
onh n’obtient pas une résistance de
type cryptographique...
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return (int) ((((x - 2) * (x - 3) * (x - 4) * (x = 5) * (x - 6) *
(x = 7) * (x - 8) * (x = 9) * (x - 10) * (x - 11) *
(x - 12) * 31) /

((x = 2) * (x = 3) * (x - 4) * (x =5) * (x - 6) *
(x = 7) * (x - 8) * (x = 9) * (x - 10) * (x - 11) *
(x - 12) + .00001)) +

(((Xx = 3) * (x —4) * (X -5) * (x -6) * (x -7) *
(x - 8) * (x -—9) * (x - 10) * (x - 11) * (x - 12) *
(28 + z)) /

((X = 3) * (x —4) * (X -5) * (x -6) * (x - 7) *
(x - 8) * (x - 9) * (x - 10) * (x - 11) * (x - 12) +
.00001)) +

(((x = 4) * (x =5) * (x - 6) * (x - 7) * (x - 8) *
(x = 9) * (x - 10) * (x - 11) * (x - 12) * 31) /

((x = 4) * (x =5) * (x - 6) * (x - 7) * (x - 8) *

(x - 9) * (x - 10) * (x - 11) * (x - 12) + .00001)) +
(((x=3) * (x-6) * (x-7) * (x-28) * (x-29)~*

(x - 10) * (x - 11) * (x - 12) * 30) /

((x = 35) * (x-6) * (x-7) * (x-28)* (x-29)*

(x - 10) * (x - 11) * (x - 12) + .00001)) +
(((x =6) * (x =-7) * (x=-28) * (x-09)* (x-10) *

(x - 11) * (x - 12) * 31) /

((x=6) * (x-7) * (x=-28) * (x-29) * (x-10) *
(x - 11) * (x - 12
) + .00001)) +

(((x=7) * (x-8) * (x-9) * (x -10) * (x - 11) *
(x - 12) * 30) /

((x - 7) * (x -8) * (x-9) * (x -10) * (x - 11) *

(x - 12) + .00001)) +
(((x - 8) * (x-9) * (x-10) * (x - 11) * (x - 12) *

((x = 8) * (x = 9) * (x - 10) * (x - 11) * (x - 12) +
.00001)) +

(((x = 9) * (x - 10) * (x - 11) * (x - 12) * 31) /

((x - 9) » (x - 10) * (x - 11) * (x - 12) + .00001)) +

(((x = 10) * (x = 11) * (x - 12) * 30) /

((x - 10) * (x - 11) * (x - 12) + .00001)) +

(((x - 11) * (x - 12) * 31) /

((x = 11) * (x - 12) + .00001)) +

(((x - 12) * 30) / ((x - 12) + .00001)) + 31 + .1) -

y;
RCSO-TIC
Source:Wikipedia Réseau de Compétences
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@P=split//," .URRUU\c8R";@d=split//, "\nrekcah xinU /
lreP rehtona tsud";sub p{
@p{"rsSp","uSp"}=(P,P);pipe”r$p", "ufp" ; ++5p; ($g*=2)+=
Sf=1fork;map{$SP=SP[Sf"ord

($p{$_})&61;$p{$_}=/ "$P/ix?$P:close$_}keyssp}
p;p;p;pip;map{$p{S_}=~/"[P.1/&&

close$ }%p;wait until$?;map{/"r/&&<$ >}%p;$ =
$d[$g];sleep rand(2)if/\S/;print

Source:Wikipedia RGO‘“C

Réseau de Compétences
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@P=split//," .URRUU\c8R";@d=split//, "\nrekcah xinU /
lreP rehtona tsud";sub p{
@p{"rSp","uSp"}=(P,P);pipe rSp", "uSp” ; ++8p; ($9*=2)+=
Sf=1fork;map{$SP=SP[Sf"ord

(Sp{S$_})&61;Sp{S_}=/ "$P/ix?$P:close$_}keysp}
p;p;p;pip;map{$p{S_}=~/"[P.1/&&

close$ }%p;wait until$?;map{/"r/&&<$ >}%p;$ =
$d[Sg];sleep rand(2)if/\S/;print

Ce petit programme en Perl affiche le texte «Just
another Perl/Unix hacker», plusieurs caracteres a la

fois, avec des délais.
Source:Wikipedia RGO‘“C
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vold primes(int cap) {

int 1, j, composite;
for(i = 2; i < cap; ++i) {
composite = 0;
for(j = 2; J *
composite +=
1f(!composite)
printf("sd\t", 1i);

++7)

J <= 1;
! J);

(i

o

int main(void) {
primes(100);

Source:Wikipedia
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vold primes(int cap) {

int i, j, composite;
for(i1 = 2; 1 < cap; ++1) {
composite = 0;
for(j = 2; J *
composite +=
1f(!composite)
printf("%d\t", 1i);

++7)

J <= 1;
! J);

(1

o

int main(void) {
primes(100);

Un crible d’Erastothene

Source:Wikipedia
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vold primes(int cap) {
int i, j, composite;
for(i1 = 2; 1 < cap; ++1) {
composite = 0;
for(j = 2; J *
composite +=
1f(!composite)
printf("%d\t", 1i);

J <= 1; ++3)
(1 % J)s

int main(void) {
primes(100);

Un crible d’Erastothene

Source:Wikipedia
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vold primes(int cap) {
int i, j, composite;
for(i1 = 2; 1 < cap; ++1) {
composite = 0

; _( 4 4 4 ){ / <= ?_(_’_

for(j = 2; j * j <= 1i; ++7) : — )H(__f_)?_t7u__

composite += (1 % J); _ &&! , ?(prJf_ntf( "‘;d\t" Y VI
1f(!composite) + , , )s (% > &&

printf("sd\t", 1i); S </ )2 (., _+

} ' ’ +1 (/%
ki SN $_))):_ < *_ 0?2 (__.,_
} p + , , ):0; }main(void)
Z {_(100,0,0,1);}

int main(void) {
primes(100);

Un crible d’Erastothene
o RCSO-TiC
ource:Wikipedia
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e é Free Javascrlpt Obfuscator s-‘ mylwechat com

Home JavescogtObet  Abaut Obfescator

Input: X 7‘ d Deepsea Obmsclatror Weicome |

var a~"Belleo Weuldr",
function Magdonipes)
{

Alortimaqge\asa),

) Home Product Download Support Buy Now!

Maglox| "0K");

(2 MyApp.anl - Ressotesoft NET Explorer
Pe L Yo Actorw Jook b
DS@ 2w !
P eglemerts SngleTet Nestoditerf ace epete
P eglements MyModue Dubatyact 4
B e volet) * 4l -‘
» B Man )
- A1 vwsd)) = - aub)
= W Substrat | bt nt) Obfuscated: Stend cotgpuntiontle public cla
- A bk k) o epe—

= I scoessTest : vou) Petems he bo 8 “ like
; ‘ 03 x u as you g
- Acvod) o For V " . q! Why dal
e~ Rus fre or

B pticVrtuadMettodTest : voriMPtiklD. S -
) ) rrb gy L it can
B wm o rtiee, ee) ]
) . . Q1 wrer doe

About Obfus

& & ClProgram M Perschesc Otfuscator pamciesi My

¢ & Clprogan MlevferctmcitiOthacatorparciesipty || Oriesoes - A R A N oo

& Clprogam MesPerchesc Ot acator pamcles)y P ¢ Canus (301) 968-42%
e

ClProg am Mesl Porctesa ) Ot acator parcleshy e o “{H5r

» b MaFESY s - o v =

P Oa e m - PR M
. ..,
- . A

Wrkosme b8 PraGuad versiem 48 LRSS Rin

Products

VMProtect \ - | o
softwarce | 3 iz * SREpa /'l'/

Home

Five Reasons To Use VMProtect

RCSO-TIC

{ Reseau de Competences

e
«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012 — de l mformatlon G'( de 'a communlcahon

—— —— L2 - -




H es he|8‘Vd é‘ Ecole d'ingénieurs et d'architectes de Fribourg

Haute Ecole d'Ingenierie et de Gestion # =} Hochschule fiir Technik und Architektur Freiburg

du Canton de Vaud

Protection Logicielle

® Scénarios différents
® Code source vs. binaire
® lLangages supportes

® .NET, C#, Java, Javascript, C/C++, (Fortran, Ada,
Haskell, Python ?)

® Colts
® Taille et vitesse du code

® Résistance au «reverse engineering»
RCSO-TIC

Réseau de Compétences
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Techniques avanceées
de protection logicielle
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Les «packers»,
autrefois
utilisés pour
compresser un
exécutable,
sont
également
utilisés a des
fins de
protection
logicielle.
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Packing

Portable Executable

. ASH o HASP Envelope s Sertne CodeCover (Sentingl Sheill)
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. ] v 12 /' Winb4 e PEWL o Boxodagp Packer
o Enigma Virtua' BOX Fre o Priviege Shet o XComa/XPack - Freewart
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«Code Flattening»

vaile (1 <

int gwVar = §;
vhile (swVar != Q) {
svitch (sv¥ar) ¢
case 1
3. .35
s = 0;
svVar = 2;
breax;

case 2
100} { if (1 < 100)
suVar = 3;
else
sxVar « 0;

breax;

case 3

g +w 1 g += i
z *e 1 - :
swVar = 2;
break:
}
}
Start
) *
| _dnv swVar = 1;
*
- while (swVar '= 0)
Stare '
1 | svizch (suVar)
1= ] T
s =0 1 ' ]
+ ase case 2: | case 3:
o while (1 <= 100) } = 57 (1 100) 8 +=
s =0 swWar = 3; 144
5 = 1 : X X bl
L4+ suVar = 2 else suVar = 2;
break swWar = 0; breax;
Qton e breax; )
'
o
_Stop e
«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012 N—
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® Un prédicat opaque est un prédicat

Haute Ecole d'Ingénierie et de Gestion
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Prédicats Opaques

booléen tel que:

4

Ecole d'ingénieurs et d'architectes de Fribourg
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Table 1: Examples of number-theoretical true opaque predicates

® Le programmeur en connait la valeur;

® Le «reverse-engineer» est forcé d’en

etuo

ier I’'exécution pour se renc

com

méme résultat

® Force a passer dans le domaine de

I’analyse dynamique («debugging»,

émulation, ...)
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«Code Interleaving»

® L'idée consiste a «melanger» des portions de code
indépendants (donc parallélisables)

® On peut y ajouter du «junk code» a volonté
® Fusion de procédures
® «Re-splitting» dans des threads différents

®Etc.

RCSO-TIC

Réseau de Compétences
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Virtualisation

® Traduire le software en un «byte-code» individualisé, et
I’exécuter dans une machine virtuelle «custom»

® Le concept peut étre itéré, mais attention aux
performances...

® Utiliser des architectures Turing-completes exotiques
® brainfuck (8 instructions, pas d’opérandes)
® subleqg (1 instruction, 3 opérandes)

o
RCSO-TIC

Réseau de Compétences
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Ajouter une dimension
temporelle

® Si un réseau est disponible, on peut exploiter la dimension
temporelle:

® A des moments aléatoires, le serveur demande au client
une somme de controle sur une partie aléatoire du code

® Délai de réponse: moins d’une seconde.
® Permet de détecter des modifications du logiciel

® Largement utilisé par I'industrie du jeu en ligne pour éviter
la triche

«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012
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Obfuscation avec LLVM

RCSO-TIC
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Motivations

® Constation de départ: il n’existe pas d’ outil
open-source «industrialisable» capable
d’obfusquer du C/C++ de facon
satisfaisante.

® «Reverse engineering is hard, protection
against RE is even harder, so let’s face the
challenge» |

RCSO-TIC

Réseau de Compétences
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Approches
abandonnees

® Parser le code source, le
t Fan Sfo rme r, et re- SPLAT - A Simple Python Library for Abstract syntax tree

Transformation

générer du code source

June 17, 2010

® Outil en Python écrit par
Sébastien Bischof, se f
basant sur un parser Mk i3
existant, et '
implémentant du «code
flattening»

S Y

g © formatic et de |; om inicatio
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Approches
abandonnees
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® Désavantages majeurs de cette approche:

® Difficulté d’écrire un parser complet et
robuste

® Un parser ne supporte qu’un seul
langage: le travail doit étre recommencé
pour chague nouveau langage supporteé
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Approches
abandonnees

® Utiliser un «front-end»
existant, et le modifier
pour y ajouter des e
techniques
d’obfusquation

® PA de Grégory Ruch,
basé sur les APl de

Clang, le «front-end» C/
C++ de LLVM

RCSO-TIC
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Approches
abandonnees

Ecole d'ingénieurs et d'architectes de Fribourg
Hochschule fiir Technik und Architektur Freiburg
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® Désavantages majeurs de cette approche:

® Les APIs de Clang nont pas été concues
pour effectuer des modifications de I’AST
genére.

® A nouveau, 'outil résultant est restreint a
guelques langages.
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® Infrastructure complete de compilation

® Projet open-source commence a /:;;LLVM
"université de I'lllinois en 2000 o

® Depuis 2005, le principal sponsor est Apple
Inc., qui a engagé Chris Lattner

® Communauteé tres dynamique

® Architecture logicielle «state-of-the-art»
RCSO-TiC
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Z2LIVM
wlNFRASTRUCTURE
® Front-ends:

® C, C++, Objective C, Fortran, Ada, Haskell,

Python, Ruby, ...
® Back-ends:

® x36, x86-64, PowerPC, PowerPC-64,
ARM, Thumb, Sparc, Alpha, MIPS,
MSP430, System/Z, XCore

RCSO-TIC

Réseau de Compétences
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Clang C/C++/0ObjC
Frontend

Haute Ecole d'Ingénierie et de Gestion

Fortran -#| llvm-gcc Frontend

Haskell -

«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012

LLVM
Optimizer

L

LLVM
X86 Backend

>

LLVM
PowerPC Backend

LLVM
ARM Backend

@ Ecole d'ingénieurs et d'architectes de Fribourg

Hochschule fiir Technik und Architektur Freiburg

X86

- PowerPC

~» ARM

RCSO-TIC

Réseau de C Etences
de Suisse occiden a?e €n ’.?ﬂe\eolo JES

de linformation et de la communication



H e S : S O he I g_Vd @ Ecole d'ingénieurs et d'architectes de Fribourg

University of Applied Sciences Haute Ecole d'Ingénierie et de Gestion £5| Hochschule fiir Technik und Architektur Freiburg

Western Switzerland du Canton de Vaud

Listing 3.1 — Simple fonction faisant une addition en C

1 |int addition(int a, int b){
2 return a + b;

s |}

Listing 3.2 — Simple fonction faisant une addition en LLVM-IR

1 |define i32 @addition(i32 %a, i32 %b) nounwind readnone {
2 |entry:

3 %1 = add i32 %a, %b

4 ret i32 %1

RCSO-TIC
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LLVM et obfuscation

Ecole d'ingénieurs et d'architectes de Fribourg
Hochschule fiir Technik und Architektur Freiburg

b
Hm—

® LLVM offre une API tres complete et
documentée pour «jouer» avec I'IR

® L'idée (entre autres) est de pouvoir écrire
des passes d’optimisation de maniere
efficace

® Notre idée: au lieu d’écrire un passe
d’optimisation, on va faire de I'obfuscation!

«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012 S——
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LLVM et obfuscation

S clang -03 -0 prog prog.c

S clang -0 Prog prog.c

RCSO-TIC

Réseau de Compétences

«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012 — : de linformation et de la communication




H es he|8‘Vd ’é Ecole d'ingénieurs et d'architectes de Fribourg
EEEEEEEEEEE Ingénierie et de Gestion # =\ Hochschule fiir Technik und Architektur Freiburg

dddddddddddddd

Substitution de Code

® Premiere passe écrite, «pour se faire la
main»

® Remplacer une instruction de base par une
autre repréesentation:
e A~ B = (A& ~B) | (~A & B)
® A+ B = A - (-B)
® A+B = (A+R) + (B+R) - 2*R

RCSO-TIC
seau de Compétences
de |'inf

. O t e € la communication
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Insertion de faux
branchements

® These de bachelor de Julie Michielin

® |dées de base:
® Insérer de faux branchements
® Rendre le graphe de flux irréductible
® Utiliser un prédicat opaque

- RCSO-TIC

éseay de Compétences
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(:fj""éondition >
Code initial N '

faux ‘ vrai

'

P Code initial
condition

faux

‘vrai

— boucle

oy

\ Code initial

|

RCSO-TIC

Réseau de Compétences
de Suisse Q((ldvri‘#ﬁ €n ‘.erfhpneol()r

. L JES
«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012  e——— de [information et de la communication




«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012

Hes so heig-vd ot

E Ecole d'ingénieurs et d'architectes de Fribourg
University of Applied Sciences Haute Ecole d'Ingénierie et de Gestion #E| | Hochschule fiir Technik und Architektur Freiburg
Western Switzerland du Canton de Vaud

entry:
%Ccmpl = icmp sat i32 %nombre, 0

br il %cmpl, label %for.body, label %for.end
for.body:

/- T I F
%i.02 = phi 32 [ %inc, %for.body ), [ 0, %entry )

%call = tail call i32 (i8*, ...)* @printf(i8* getelementptr inbounds ([8 x i8]* @.str3, i64 0, i64 0)) nounwind
%inc = add nsw i32 %i.02, 1

Y%exitcond = icmp eq 132 %inc, %nombre
br i1 %bexitcond, label %for.end, label Y%for.body

T |

\ f“-eM:

ret void
CFG for 'doLoop' function

entry:
F%condition =ikmp uge 32 1,1
br il 9%condition, label GloopBB, label %GalteredBB

T l F

loopBB:
br label %original BB

or igin alB B: /

%cmpl = cmp sgt i32 %Gnombre, 0
%condition2 = iemp uge 321,11

br il %condition2, label %originalBBpart 2, label %alteredBB

T ] F \
original BBpart2:
br i1 %empl, label %forbody, |abel %for.end aReredBB:

T [ ; br label %loopBB

for.body:
%L02 = phi i32 [ %inc, %lorbody ], [ 0, %originalBBpan2 )

%call = tail call i32 (i8*, ...)* @printf(iB* getelementptr inbounds ([B x iB]* @ str3, 64 0, 64 0)) nounwind
%inc = add nsw i32 %i.02, 1

Yexitcond = icmp eq i32 %inc, %nombre
br il %exitcond, label %for.end, label %forbody

r l

\. for end:

retveid

CFG for ‘dolLoop' function
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«Code Flattening»

® De loin la passe la plus complexe et la plus
difficile a mettre en oeuvre

'3() : :&
s=1
B Y Y
1l if  (kew)
Bg : return L By: if (x[k]==1)

By:

if (k<w)

next=2 next=3

Bs

else else

By next=6 next=4 next=1

\\ Bs

RCSO-TIC
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«Code Flattening»

® Cas d’un IF-THEN-ELSE:

entry:

9oretval = alloca 132, align 4

9oargc.addr = alloca 132, align 4

9oargv.addr = alloca i8**, align 8

9a = alloca 132, align 4

%b = alloca 132, align 4

store 132 0, 132* Yretval

store 132 Yeargc, i132* %argc.addr, align 4

store i8** Yargv, i8*** Yargv.addr, align 8

%0 = load i8*** Ypargv.addr, align 8

9oarrayidx = getelementptr inbounds i8** %0, 164 1
% 1 = load i8** %arrayidx, align 8

9ocall = call 132 @atoi(i8* % 1) nounwind readonly
store i32 Yecall, i32* %a, align 4

%?2 = load i32* %a, align 4

%ecmp = icmp eq i32 %2, 1

br il %cmp, label %if.then, label %if.else

T F

if.then:

%3 = load i32* Ya, align 4
store 132 %3, i32* Yb, align 4
br label %if.end

if.else:
store 132 0, i32* %b, align 4
br label %if.end

switchDefault:
br label %loopEnd

if.end:

ret i32 0

CFG for 'main' function

«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012

entry:

% .reg2mem = alloca 132

Yoretval = alloca i32, align 4

Yoarge.addr = alloca 132, align 4

Yoargv.addr = alloca i8**, align 8

%a = alloca 132, align 4

b = alloca i32, align 4

store i32 0, i32* Yeretval

store i32 %argc, 132* Yarge.addr, align 4

store i8** %pargv, i8*** Yargv.addr, align 8

%0 = load i8*** Yargv.addr, align 8

Yoarrayidx = getelementptr inbounds i8** %0, 164 1
% 1 = load i8** Yparrayidx, align 8

Yocall = call i32 @atoi(i8* % 1) nounwind readonly
store 132 %call, i32* %a, align 4

%2 = load i32* %a, align 4

store i32 %2, i32* %.reg2mem

oswitchVar = alloca 132
store 132 0, i32* %switchVar
br label %loopEntry

loopEntry:

|%switchVarl = load i32* %switchVar |

switch 132 %switchVarl, label %switchDefault [
132 0, label %first

i32 1, label %if.then

i32 2, label %if.else

32 3, label %if.end

first:

9 .reload = load volatile i32* %.reg2mem
Yocmp = icmp eq 132 %.reload, 1
%3 = select il %cmp, i32 1,132 2

store i32 %3, i32* %switchVar
br label %loopEnd

if.then:
94 = load i32* %a, align 4
store 132 %4, i32* %b, align 4
store 132 3, 132* %switchVar
br label %loopEnd

if.else:

store 132 0, i32* %b, align 4
store 132 3, 132* %switchVar
br label %loopEnd

if.end:
ret i320

loopEnd:
br label %loopEntry

CFG for 'main' function

RCSO-TIC
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«Code Flattening»

entry:

V4 ° Yoretval = alloca 132, align 4
® (as une poucie Geargo.add = alloca 32, align 4
L 9oargv.addr = alloca i8**, align 8

%1 = alloca 132, align 4
%j = alloca 132, align 4

entry: %a = alloca 132, align 4

%retval = alloca i32, align 4 store 132 0, i32* %retval

Yoargec.addr = alloca 132, align 4 store 132 Yparge, i32* %argc.addr, align 4

%oargv.addr = alloca i8**, align 8 store i8** Yoargv, i8%** Ypargv.addr, align 8

%1 = alloca 132, align 4 store 132 0, i32* %j, align 4

%j = alloca 132, align 4 %0 = load i8*** Ypargv.addr, align 8

9a = alloca 132, align 4 oarrayidx = getelementptr inbounds i8** %0, i64 1

store i32 0, i32* Yretval % 1 = load i8** %arrayidx, align 8

store i32 %argc, i132* %oarge.addr, align 4 9ocall = call 132 @atoi(i8* % 1) nounwind readonly

store i8%* Gargv, i18*** GPoargv.addr, align 8 store 132 %call, i32* %a, align 4

store i32 0, i32* %j, align 4 store i32 0, i32* %i, align 4

%0 = load i8*** Ypargv.addr, align 8 %switchVar = alloca 132

9oarrayidx = getelementptr inbounds i8** %0, 164 1 store i32 0, i32* %switchVar

%1 = load i8** %arrayidx, align 8 br label %loopEntry

9ocall = call i32 @atoi(i8* % 1) nounwind readonly

store 132 %call, i32* %a, align 4

store 132 0, i32* %i, align 4

br labcl %for.cond " i " e, *gin . loopEn(ry:

G I e ‘:ﬁ[u - %switchVarl = load i32* %switchVar
TR switch i32 %switchVarl, label %switchDefault [

i32 0, label %for.cond

for.cond:
%2 = load i32* %i, align 4
%3 = load i32* Ya, align 4

i32 1, label %for.body
i32 2, label %for.inc
i32 3, label %for.end

Yocmp = icmp slt 132 %2, %3 ]
br il %cmp, label %for.body, label %for.end
- - dof | o | m | 2 | B
for.cond: for.body: -
for.body: %2 = load i32* %i, ali = 132* %i, align 4 for.inc:
_ . - = 2% %i, align 4 %5 = load i32* %i, align 4 _ N
Ztg _ :oag lg%: ZN’ a:;gni for.end- switchDefault: %3 = load i32* %a, align 4 ‘ 96 = load i32* %j, align 4 31711; 10:;1 dlizswoi%i’:é 2‘%"14 for.end:
oadd = 2dd nsw 132 %5, %4 et 32,0 br label %loopEnd | | cecmp = icmp slt i32 %2, %3 %add = add nsw 132 %6, %5 store 32 %inc, i32* %i, align 4 | | rel 1320
siore 132 Tadd. 132% B alien 4 e oop %4 = select il %cmp, i3211, 32 3 store 132 %add, i32* %j, align 4 ore 1320, 139 Toswiteh Vs
br label % ?or in;c ), At store 132 %4, 132* 9eswitchVar store 132 2, i32* %eswitchVar br label % ioo Em;
: \ br label % loopEnd br label % loopEnd ooop
for.inc: \ /
%6 = load i32* %i, align 4 loopEnd:
%inc = add nsw i32 %6, 1 br label %loopEntry
lZtolrc bie3;20/°7;inc, i3j* %ei, align 4 CFG for 'main’ function
r label % for.con

CFG for 'main' function RGO o lc
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entry:

Yeretval = alloca 132, align 4

9oargc.addr = alloca 132, align 4

9oargv.addr = alloca i8**, align 8

9b = alloca 132, align 4

9a = alloca 132, align 4

store 132 0, i32* %retval

store 132 %argc, 132* Ypargc.addr, align 4

store i8** Ypargv, 18*** %argv.addr, align 8

store 132 0, i32* %b, align 4

%0 = load i8*** Ypargv.addr, align 8

Yoarrayidx = getelementptr inbounds i8** %0, 164 1
9 | = load i8** %arrayidx, align 8

9ocall = call 132 @atoi(i8* % 1) nounwind readonly
store 132 %call, i32* Ya, align 4

%2 = load i32* %a, align 4

switch 132 %?2, label %sw.default |

132 1, label %sw.bb

I
def |
sw.default: sw.bb:
store 132 0, i32* %b, align 4 store 132 1, i32* %b, align 4
br label %sw.epilog br label %sw.epilog

Haute Ecole d'Ingénierie et de Gestion
du Canton de Vaud

«Code Flattening»

® Cas d’'un SWITCH:

=

switchDefault:
br label %loopEnd

sw.epilog:

ret 1320

CFG for 'main' function

«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012

LeafBlock:

% .reload = load volatile i32* %.reg2mem
% SwitchLeaf = icmp eq i32 %.reload, 1
%3 = select il %SwitchLeaf, i32 1, i32 2
store 132 %3, 132* 9oswitchVar

br label %loopEnd

’é‘ Ecole d'ingénieurs et d'architectes de Fribourg
# =} Hochschule fiir Technik und Architektur Freiburg

entry:

% .reg2mem = alloca i32

Yoretval = alloca i32, align 4

9oarge.addr = alloca i32, align 4
Foargy.addr = alloca i8**, align 8

b = alloca i32, align 4

%a = alloca i32, align 4

store 132 0, 132* %retval

store i32 %argc, i32* %argc.addr, align 4
store i8#* Goargv, i8*** Pargv.addr, align 8
store 132 0, i32* %b, align 4

%0 = load i8*** Yargv.addr, align 8
Yoarrayidx = getelementptr inbounds i8** %0, i64 1
%1 = load i8** parrayidx, align 8

9ocall = call 132 @atoi(i8* % 1) nounwind readonly
store 132 %call, i32* %a, align 4

%2 = load i32* %a, align 4

store i32 %2, i32* %.reg2mem

%o switchVar = alloca i32

store i32 0, i32* %switchVar

br label %loopEntry

loopEntry:

YoswitchVarl = load i32* %switchVar

switch i32 %switchVarl, label %switchDefault [
i32 0, label %LeafBlock

i32 1, label %sw.bb

132 2, label %NewDefault

132 3, label %sw.default

i32 4, label %sw.epilog

sw.bb: NewDefault: sw.default:

store i32 1, i32* %b, align 4 . " . store i32 0, i32* %b, align 4 sw.epilog:
. s . store i32 3, i32* %switchVar . s . h

store i32 4, i32* %switchVar br label %loopEnd store i32 4, i32* %switchVar ret i320

br label %loopEnd T oopEt br label %loopEnd

loopEnd:
br label %loopEntry

CFG for 'main' function
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«Code Flattening»

® Un cas plus complexe:

RCSO-TIC
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Ecole d'ingénieurs et d'architectes de Fribourg
Hochschule fiir Technik und Architektur Freiburg

)

«Code Flattening»

® Un cas vraiment complexe:

® Une routine comportant 6000+ lignes de
code

RECYCLABLE

RCSO-TIC

Réseau de Compétences
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«Code Flattening»

® Difficultés principales rencontrées

" ;
® Complexité de LLVM et de ses APIs e
x,<3?
® Philosophie SSA («single static y(_x;/z —
assignment») et ses «phi nodes» L[ <
. by, ¥
® Remplacement des «phi nodes» par |-
des pointeurs v
® «Debugging» de notre code
W) (501

«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012 S——
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Procedures de Test

® Librairie cryptographique 1ibtomcrypt

® Librairie graphique ImageMagick

® «Test suite» de MySQL

® 2’729 tests unitaires OK ™
My )
® 2 tests échouentsur28 X
® «Test suite» de sqlite %QLHG
® 41 tests sur 119’350 échouent €
W) (501

«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012 R—
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En réesume, LLVM-

obfuscator fonctionne
correctement dans plus de

99.9% des cas ;-)
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Performances

® «Flattening de code»
® Benchmark de 1ibtomcrypt (-00)
® 30% de perte de rapidité

® 15% d’augmentation de la taille
d’exécutable

® —-flatten + -03 plus rapide que -00

RCSO-TIC
seau de Compétences

oo &~ o~ o~ - .
«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012 — de linformation et de la communication




H es he|8‘Vd ’é Ecole d'ingénieurs et d'architectes de Fribourg
EEEEEEEEEEE Ingénierie et de Gestion # =\ Hochschule fiir Technik und Architektur Freiburg

dddddddddddddd

Performances

® A faire dans le futur

® Definir une ou plusieurs «polices» de
protection (-BO, -Bl1l, -B2, -B3)
combinant les passes a disposition et les
benchmarker sur de nombreux «use-
cases»

RCSO-TIC
seau de Compétences
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® Résoudre le(s) bug(s) de |la passe de
«flattening»

® Aplatir les instructions 1nvoke

® Utilisées dans la gestion des blocs try-
catch

® Ecrire de nouvelles passes (cf. plus loin)

«Obfuscator» / Workshop final / Yverdon-les-Bains / 03-12-2012 ————
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Protection de binaires
ARM
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Obfuscation ARM

® Outils similaires utilisés dans le
cadre de la securité logicielle
® Partage du savoir avec le groupe LA |
«logiciel embarque» g

RCSO-TIC
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Obfuscation ARM

® Bonne source de sujets de projets pour les
étudiants

® 2011, Code obfuscator, Franzi & Oberson
® 2012, Projet Botnet, Oberson (these de master)

® 2012, Projet de semestre bachelor Code
Obfuscation

® 2013, Projet de semestre master COBRA,
Romanens

RCSO-TIC

Réseau de Compétences
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LLVM et Obfuscation

® L'outil devient intéressant, et n’est pas tres
loin d’étre «industrialisable».

® Aucun concurrent sérieux «open-source»
connu

® Deux seuls compeétiteurs «closed-source»
connus:

Morpher (@ ARXAN

Crypt the scri Protecting the \ App Economy

RCSO-TIC
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Obfuscation LLVM
Bilan Pédagogique

® 3 passes d’obfuscation développées

® 1 these de bachelor

® 2 projets de semestre master (Bischof &
Ruch)

® 2 projets de semestre master a venir sur la
virtualisation et le
«tamperproofing» (Rinaldini & Wehrli)
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Obfuscation LLVIVI
Bilan «Dissemination»

® Obfuscator a eté présenté lors de 3
workshops locaux, en plus de celui-ci

® AFSWS 2011 & 2012
® Osec 2011

- RCSO-TIC

éseay de Compétences
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Obfuscatlon LLVIVI
Bilan «Academiqgue»

® Contacts pris avec le Prof. Endre Bangerter,
BFH

® Projet exploratoire en «désobufscation»
en cours, demande d’envergure au SNF
dans les domaines de |'obfuscation &
désobfuscation
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Obfuscation LLVM

Bilan «Industriel»

KUDELSKI
SECURITY a

® Nombreux contacts informels avec Kudelski

® Contacts avec ELCA SA

Réseau de Compétences
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Obfuscation LLVM
Futur

® Actuellement, I'outil continue d’étre
développé, grace a des financements tiers

® Une fois la passe de «flattening» déboguée:
® Go «open-source»!

® Dissémination scientifique
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ercl pour votre
attention |

Q&A
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