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Overview

‣ DoS	  and	  Complexity	  attacks

‣ Hash	  DoS

‣ BTRFS

‣ Apache
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Denial	  of	  Service
‣ Goal	  is	  to	  make	  a	  resource	  unavailable	  to	  its	  
intended	  users.

‣ Many	  different	  ways	  to	  do	  it:

‣ (Bad	  programmers)

‣ DDoS	  with	  TCP	  SYN	  or	  HTTP	  queries	  \lood

‣ Exploitation	  of	  ampli\ication	  mechanisms

‣ Complexity	  attacks

‣ ...
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DDoS	  with	  TCP	  SYN	  or	  
HTTP	  \lood
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Source:	  http://www.switch.ch/about/news/2013/ddos.html
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Complexity	  Attacks
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Complexity	  Attacks

Phrack 1
998
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Complexity	  Attacks

Usenix 2003
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Complexity	  Attacks

CCC 2011
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Complexity	  Attacks

AppS
ec 2

012
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Complexity	  Attacks

CCC 2012
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Example:	  Binary	  Tree
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Avera
ge case insert() O(log n)

find() O(log n)
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Example:	  Binary	  Tree
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Worst 
case insert() O(n)

find() O(n)
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Example:	  Hash	  Table

413 65 27

98

uint8_t hash (uint32_t e)
{
return (e*3) % 7;

}

[0] [1] [2] [3] [4] [5] [6]

Avera
ge case

insert() O(1)

find() O(1)
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Example:	  Hash	  Table
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uint8_t hash (uint32_t e)
{
return (e*3) % 7;

}

[0] [1] [2] [3] [4] [5] [6]

Worst 
case

insert() O(n)

find() O(n)
41



Pascal	  Junod,	  «Playing	  hide-‐and-‐seek	  with	  Hash-‐DoS»
Insomni’hack	  2013,	  March	  22nd,	  2013,	  Geneva	  (Switzerland)

Hash	  DoS
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Multi-‐collisions
‣ Goal	  of	  a	  Hash-‐DoS:	  trigger	  the	  worst-‐
case	  !

‣ In	  order	  to	  do	  it,	  one	  must	  \ind	  multi-‐
collisions	  on	  the	  hash	  function,	  i.e.,	  
inputs	  x1,	  x2,	  x3,	  ...,	  xn	  such	  that	  H(x1)	  =	  
H(x2)	  =	  H(x3)	  =	  ...	  H(xn)

‣ Most	  simple	  hash	  functions	  allow	  this	  
easily.
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Randomization
‣ A	  possible	  counter-‐measure	  consists	  in	  
randomizing	  the	  hash	  function,	  keeping	  
secret	  the	  random	  parameter.

‣ Not	  all	  hash	  functions	  and	  constructions	  
are	  OK...

‣ For	  instance,	  look	  at	  h	  :=	  H(x)+r,	  where	  r	  
is	  the	  random	  value	  and	  where	  multi-‐
collisions	  on	  H(.)	  are	  easy	  to	  \ind.
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Better	  solution
‣ Use	  a	  data	  structure	  that	  has	  good	  worst	  
case	  complexities,	  like	  red-‐black	  trees.

‣ Performance	  loss	  vs.	  security	  loss



Pascal	  Junod,	  «Playing	  Hide-‐and-‐Seek	  with	  Hash-‐DoS»
Insomni’hack	  2013,	  March	  22nd,	  2013,	  Geneva	  (Switzerland)

Example:	  nginx
‣ HTTP	  server	  /	  reverse	  proxy

‣ Written	  by	  Igor	  Sysoev	  since	  2002

‣ High	  performances,	  low	  CPU/memory	  footprint	  
compared	  to	  competitors
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Examples:	  nginx
‣ All	  data	  coming	  from	  con\iguration	  \iles	  
are	  stored	  in	  hash	  tables

‣ Very	  ef\icient,	  but	  not	  secure

‣ All	  data	  coming	  from	  outside	  are	  stored	  
in	  red-‐black	  trees.

‣ A	  bit	  less	  ef\icient,	  but	  mastered	  worst-‐
case
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BTRFS
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BTRFS

‣ According	  to	  Wikipedia,	  the	  «B-‐tree	  \ile	  
system»	  is	  a	  GPL-‐licensed	  experimental	  
\ile-‐system	  for	  Linux.

‣ Several	  interesting	  features	  à	  la	  ZFS
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BTRFS	  

Source:	  http://en.wikipedia.org/wiki/Btrfs#Features
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BTRFS	  

Source:	  http://www.linux.com/news/enterprise/systems-‐management/677226-‐suse-‐linux-‐says-‐btrfs-‐is-‐ready-‐to-‐rock

http://www.linux.com/news/enterprise/systems-management/677226-suse-linux-says-btrfs-is-ready-to-rock
http://www.linux.com/news/enterprise/systems-management/677226-suse-linux-says-btrfs-is-ready-to-rock
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BTRFS	  Directory	  
Entry

Source:	  https://btrfs.wiki.kernel.org/index.php/Btrfs_design

https://btrfs.wiki.kernel.org/index.php/Btrfs_design
https://btrfs.wiki.kernel.org/index.php/Btrfs_design
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<math-nerd-session>
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CRC32c

‣ Cyclic	  Redundancy	  Check	  (CRC)

‣ Linear	  error-‐detecting	  code

‣ Non-‐cryptographic	  !

‣ (Multi-‐)collisions	  are	  easy	  to	  \ind

‣ Pre-‐images	  are	  easy	  to	  \ind
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CRCs

‣ Easily	  said:	  CRC(x)	  is	  the	  remainder	  of	  
the	  division	  of	  x	  interpreted	  as	  a	  
polynomial	  over	  GF(2)	  by	  the	  generator	  
polynomial.

‣ Example:

‣ x	  =	  0x77,	  G(x)	  =	  x4+x+1
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CRCs
‣ 0x77 <=>	  0b01110111	  

‣ 0b01110111 <=>	  x6+x5+x4+x2+x+1

x6+x5+x4+x2+x+1	  =	  (x4+x+1)(x2+x+1)+x3+x2+x

‣ CRC4(0x77) = 0xE

Generator polynomial Quotient, that we forget

Remainder
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CRCs	  &	  Multi-‐Collisions
x6+x5+x4+x2+x+1	  =	  (x4+x+1)(x2+x+1)+x3+x2+x

x4+x3+x2+1	  =	  (x4+x+1)1+x3+x2+x
x5+x3	  =	  (x4+x+1)x+x3+x2+x

x5+x4+x3+x+1=	  (x4+x+1)(x+1)+x3+x2+x
...

‣ CRC4(0x77) = CRC4(0x1D) = 
CRC4(0x48) = CRC4(0x3B) = 0xE
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</math-nerd-session>
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Back	  to	  BTRS

‣ Idea:	  let’s	  \ill	  a	  directory	  with	  \iles	  whose	  
names	  collide	  under	  CRC32c,	  and	  let’s	  
see	  what	  happens	  !

‣ Demo	  time	  
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Results

‣ You	  can	  easily	  \ill	  a	  bucket	  (dedicated	  
CRC32c	  value),	  and	  BTRFS	  will	  allow	  you	  
to	  create	  only	  a	  very	  limited	  number	  of	  
\iles	  whose	  names	  collide	  under	  CRC32c

‣ You	  can	  also	  easily	  DoS	  the	  bash	  
command	  line	  expansion	  mechanism	  ;-‐)	  !
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Results
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Results

Source:	  http://linux.slashdot.org/story/12/12/15/0055217/denial-‐of-‐service-‐attack-‐found-‐in-‐btrfs-‐\ile-‐system

http://linux.slashdot.org/story/12/12/15/0055217/denial-of-service-attack-found-in-btrfs-file-system
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Results
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Apache
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The	  Apache	  Case

‣ Unfortunately,	  as	  for	  nginx,	  most	  of	  the	  
hash	  tables	  used	  in	  Apache	  are	  fed	  with	  
data	  coming	  from	  con\iguration	  \iles	  :-‐(

‣ Still,	  one	  can	  play	  a	  bit	  !
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The	  Apache	  Case
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MD5-‐sess

‣ So	  it	  seems	  that	  Apache	  uses	  a	  hash	  table	  
(stored	  in	  a	  shared	  memory	  segment)	  to	  
store	  data	  related	  to	  the	  MD5-sess	  
digest	  authentication	  mechanism.	  

‣ What	  is	  MD5-sess	  ?!	  Only	  heard	  about	  
MD5	  digest	  authentication...
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MD5-‐sess
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MD5-‐sess
If the "algorithm" directive's value is "MD5-sess", then A1 is
calculated only once - on the first request by the client following
receipt of a WWW-Authenticate challenge from the server. It uses the
server nonce from that challenge, and the first client nonce value to
construct A1 as follows:

      A1       = H( unq(username-value) ":" unq(realm-value)
                     ":" passwd )
                     ":" unq(nonce-value) ":" unq(cnonce-value)

This creates a 'session key' for the authentication of subsequent
requests and responses which is different for each "authentication
session", thus limiting the amount of material hashed with any one
key. (Note: see further discussion of the authentication session in
section 3.3.) Because the server need only use the hash of the user
credentials in order to create the A1 value, this construction could
be used in conjunction with a third party authentication service so
that the web server would not need the actual password value. The
specification of such a protocol is beyond the scope of this
specification.
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Apache	  &	  MD5-‐sess
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Apache	  &	  MD5-‐sess
[pjunod@fedora aaa]$ pwd
/home/pjunod/local/httpd/htdocs/aaa
[pjunod@fedora aaa]$ cat .htaccess 
AuthType Digest
AuthDigestAlgorithm MD5-sess
AuthName "test"
AuthDigestProvider file
AuthUserFile /home/pjunod/local/httpd/htdocs/
aaa/.htpasswd
AuthDigestNonceLifetime 0
Require user pjunod



Pascal	  Junod,	  «Playing	  Hide-‐and-‐Seek	  with	  Hash-‐DoS»
Insomni’hack	  2013,	  March	  22nd,	  2013,	  Geneva	  (Switzerland)

Apache	  &	  MD5-‐sess
[pjunod@fedora aaa]$ telnet localhost 80
Trying 127.0.0.1...
Connected to localhost.
Escape character is '^]'.
GET /aaa HTTP/1.0

HTTP/1.1 500 Internal Server Error
Date: Thu, 21 Mar 2013 14:25:58 GMT
Server: Apache/2.4.3 (Unix)
Content-Length: 528
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>
<title>500 Internal Server Error</title>
</head><body>
<h1>Internal Server Error</h1>
<p>The server encountered an internal error or
misconfiguration and was unable to complete
your request.</p>
<p>Please contact the server administrator at 
 you@example.com to inform them of the time this error occurred,
 and the actions you performed just before this error.</p>
<p>More information about this error may be available
in the server error log.</p>
</body></html>
Connection closed by foreign host.

mailto:you@example.com
mailto:you@example.com
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Apache	  &	  MD5-‐sess

[pjunod@fedora aaa]$ tail -n1 ~/local/httpd/logs/error_log 
[Thu Mar 21 15:25:59.858082 2013] [core:alert] [pid 23526:tid 
139779710646016] [client 127.0.0.1:59616] /home/pjunod/local/httpd/
htdocs/aaa/.htaccess: AuthDigestAlgorithm: ERROR: algorithm `MD5-
sess' is not fully implemented
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Apache	  &	  MD5-‐sess
A string of 
data 
specified by 
the server 
that 
contains a 
reference 
for the 
security 
context 
that is 
being 
established.
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Apache	  &	  MD5-‐sess
static void note_digest_auth_failure(request_rec *r,
                                     const digest_config_rec *conf,
                                     digest_header_rec *resp, int stale)
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Apache	  &	  MD5-‐sess
‣ In	  summary:

‣ Craft	  an	  HTTP	  query	  with	  

‣ an	  Authorization	  \ield	  of	  type	  
Digest MD5

‣ no	  opaque	  directive

‣ a	  AuthDigestNonceLifetime 0	  
directive	  server-‐side

‣ and	  let’s	  see	  what	  happens	  !
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Apache	  &	  MD5-‐sess
[Fri Mar 22 19:16:25.832503 2013] [core:notice] [pid 
23524:tid 139779852523264] AH00052: child pid 29275 exit 
signal Floating point exception (8)
[Fri Mar 22 19:16:25.832554 2013] [core:notice] [pid 
23524:tid 139779852523264] AH00052: child pid 29276 exit 
signal Floating point exception (8)
[Fri Mar 22 19:16:25.832561 2013] [core:notice] [pid 
23524:tid 139779852523264] AH00052: child pid 29277 exit 
signal Floating point exception (8)
[Fri Mar 22 19:16:25.832568 2013] [core:notice] [pid 
23524:tid 139779852523264] AH00052: child pid 29278 exit 
signal Floating point exception (8)
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Apache	  &	  MD5-‐sess
‣ In	  other	  words,	  any	  user	  can	  sabotage	  an	  
Apache	  installation	  in	  a	  shared	  web	  
environment

‣ Possibly,	  this	  can	  be	  transformed	  in	  a	  
remote-‐only	  attack	  if	  one	  is	  able	  to	  
upload	  an	  .htaccess	  \ile	  in	  a	  way	  or	  in	  
another.
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Apache	  &	  MD5-‐sess

He says 
it’s a 
banana 
attack :-(
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Apache	  &	  MD5-‐sess

‣ Still,	  there	  is	  a	  morale	  attached	  to	  this	  
story:

‣ When	  you	  have	  unused	  code	  in	  your	  
project,	  don’t	  compile	  it	  !
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RIP
Henri	  Kudelski
(1969-‐2013)
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Contact

http://crypto.junod.info

pascal@junod.info

@cryptopathe

mailto:pascal@junod.info
mailto:pascal@junod.info

