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= Context of the « Obfuscator » project
= LLVM-based obfuscation
" Playing with ARM binaries




In a Nutshell ...
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In a Nutshell ...

* Atypical attack can be decomposed in three
phases:

— Program analysis

— Extraction of an algorithm, secret, design

— Code modification

— Removal of license check mechanisms
— Distribution
—2 Violation of intellectual property




In a Nutshell ...

* Defense possibilities (aka « software protection »)
— Confusion

e Obfuscation

— Tamper-resistance
 SW/HW-based protections, node-locking, ...

— Watermark

 SW watermarking, fingerprinting, ...




In a Nutshell ...

* According to Wikipedia, «obfuscated code is
source of machine code that has been made

difficult to understand »

e «difficult» ...
= costly
= time-consuming
—2 not necessarily
impossible

On the (Im)possibility of Obfuscating Programs®

Boaz Barak!  Qded Goldreich®  Russell Impagliazzo®  Steven Rudich®
Amit Sahai! Salil Vadhan** Ke Yang't

July 29, 2010

Abstract

Informally, an obfuscator @ is an (efficient, probabilistic) “compiler” that takes as input a
program (or circuit) P and produces a new program @(P) that has the same functionality as
P yet is *unintelligible” in some sense. Obfuscators, if they exist, would have a wide variety
of cryptographic and complexity-theoretic applications, ranging from software protection to
homomorphic encryption to complexity-theoretic analogues of Rice’s theorem. Most of these
applications are based on an interpretation of the “unintelligibility” condition in obfuscation
as meaning that O(P) is a “virtual black box,” in the sense that anything one can efficiently
compute given O(P), one could also efficiently compute given oracle access ta P,

In this work, we initiate a theoretical investigation of cbfuscation. Our main result is that,
even under very weak formalizations of the above intuition, obfuscation is impossible. We prove
this by constructing & family of efficient programs P that arc unobfuscatable in the sense that
(a) given any cfficient program P’ that computes the same function as a program P € P, the
“source code” P can be cfficiently reconstructed, yet (b) given oracle access to a (randomly
selected) program P € P, no efficient algorithm can reconstruct P (or even distinguish a certain
bit in the code from random) except with negligible probability.

We extend our impossibility result in a number of ways, including even obfuscators that
(a) are not necessarily computable in polynomial time, (b) only approximately preserve the
functionality, and (c) only need to work for very restricted models of computation (TC?), We
also rule out several potential applications of obfuscators, by constructing “unobfuscatable”
signature schemces, encryption schemes, and pscudorandom function families.
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In a Nutshell ...

void primes (int cap) {
int i, Jj, composite;
for(i = 2; 1 < cap; ++i) {
composite = 0;
for(j = 2; 9 * J <= 1i ¥¥])
composite += !'(i % j):
if (!composite)
printEf ("sdNE™, 1):
}
}

int main(void) { a

primes (100);

}
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In a Nutshell ...
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In a Nutshell ...

= Different capabilities:
— Code source vs. binary

— Supported languages
* .NET, C#, Java, Javascript, C/C++, ...
— Costs

* Size, speed

— Security towards RE




In a Nutshell ...

= Usual techniques
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Context of « Obfuscator »

" Project funded by HES- SO (about CHF 160K, time
span 2010-2012)
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— EIA-FR

* Jean-Roland Schuler

* Marc Romanens

e Adrien Giner




Context of «Obfuscator»

" Goal:

— create knowledge and know-how in the domain of
software obfuscation

— Develop prototype tools

* HEIG-VD: focusing on source code obfuscation

* EIA-FR: focusing on binary obfuscation




R T S
LLVM-based Obfuscation

" No satisfactory open-source tool able to '« =g
obfuscate C/C++ |

= Cool project to play with! L SRS

" RE is hard, protecting against RE in an efficient
way is even harder!




LLVM-based Obfuscation

» Several «false starts» (but that’s research ;-)

SPLAT - A Simple Python Library for Abstract syntax tree Obfuscator - Abstract syntax tree Transformation
Transformation

= Sébastien Bischof : parsing C with Python
" Grégory Ruch: hacking the LLVM Clang API




LLVM-based Obfuscation
= LLVM @LLVM

INFRASTRUCTURE

— Compiler infrastructure
— Project initiated by the University of lllinois in 2000
— Since 2005, pushed by Apple Inc.

— Front-ends:
e C/C++, Objective C, Fortran, Ada, Haskell, Python, Ruby, ...

— Back-ends:

* x86, x86-64, PowerPC, PowerPC-64, ARM, Thumb, Sparc,
Alpha, CellSPU, MIPS, MSP430, SystemZ, XCore.




LLVM-based Obfuscation

Fortran -

Haskell -

Clang C/C++/0ObjC
Frontend

llvm-gce Frontend

LLVM
Optimizer

LLVM
X86 Backend

~» X86

LLVM
PowerPC Backend

LLVM
ARM Backend

- PowerPC

-» ARM




LLVM-based Obfuscation

= Available obfuscation passes

— Code substitution
A ~B = (A & ~B) | (~A & B)
A + B =A - (-B)




LLVM-based Obfuscation

= Available obfuscation passes
— Insertion of fake branches with opaque predicates

(bachelor thesis of Julie Michielin)
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LLVM-based Obfuscation

= Available obfuscation passes
— Code flattening

By: k=0
l Y
if  (k<w)

/ .

Bo:| return if (x[k]==1)

/\

By:| R=(sty) % n =5
\ /
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LLVM-based Obfuscation

= Code flattening: case of IF-THEN-ELSE

entry:

Srctval = alloca 32, align 4

Searge.addr = alloca 132, align 4

Seargy.addr = alloca i8**, align 8

%a = alloca 32, align 4

%b = alloca i32, align 4

store 132 0, 132* %retval

store 132 %arge, i32* %arge.addr, align 4

store i8** %argy, i8%** Gargy.addr, align 8

%0 = load i8%%* Gargy.addr, align 8

Sarrayidx = getelementptr inbounds i8*%# %0, 164 1
%1 = load i8%* %arrayidx, align 8

Gcall = call i32 @atoi(i8* % |) nounwind readonly
store i32 %call, i32% %a, align 4

%2 = load i32* %a, align 4

Gecmp = icmp eq 32 %2, |

br il %cmp, label %if.then, label %if.clse

T F

J

if.then:

%3 = load i32* %a, align 4
store 132 %3, i32* %b, align 4
br label %if.end

if.else:

br label %if.end

store 132 0, i32* %b, align 4

if.end:
ret 1320

CFG for 'main' function

switchDefault:
br label SloopEnd

entry:

G reg2mem = alloca i32

Seretval = alloca 132, align 4

Gearge.addr = alloca 132, align 4

Geargy addr = alloca i8°*, align

G a = alloca 132, align 4

Gh = alloca i32, align 4

store i32 0, 132* %retval

store 132 Sowrge, i32* %arge.addr, align 4

slore i87* Sargy, 184+ Sargy.addr, align 8
= Joud 18*** Seargy.addr, align 8

armwyidx, align 8
Fcnll = call 132 @atoi(i§* % 1) nounwind readonly
store i32

Tcall, i32° %n, o
2 = Joad i32* %, alj
store 132 %2,

JoopEntry:

[FEAWIERVAT = load 132° SswitehVar |

switch 132 SVl Tabel SawiichDetault |
1320, label Sfirst

132 1. label Sifihen

132 2, label %if.clse

132 3, label %if.end

G rehoad = load volatile i32* F.reg2mem
Gemp = jemp eq 132 F.reload, |

%3 = select il Socmp, 132 1.1322

store 132 G2, 132 FswilchVar

be label FloopEnd

store 132 %4, i32° %b, align 4
store 132 3, 132° %swilchYar
br label 5 loopEnd

if.else:

store 1320, i32* b, align 4
store 132 3, 132* FeswischVar
T fabel SloopEnd

ToopEnd:
br label % loopEntry

CFG for ‘'mamy’ function

if.end:
et id2 0




LLVM-based Obfuscation

= Code flattening: case of a FOR |

entry:

Geretval = alloca i32, align 4

Srarge.addr = alloca 132, align 4

Spargy_addr = alloca i8*%*, align 8

i = alloca i32, align 4

Gj = alloca i32, align 4

Soa = alloca 132, align 4

store i32 0, 132* %retval

store 132 %arge, 132% Garge.addr, align 4

store i8%* %argy, 18*%* %argyv.addr, align 8

store 132 0, 132 %j, align 4

%0 = load i8*** %argv.addr, align 8

Soarrayidx = getelementpir inbounds i8%* %0, 164 1
%1 = load i8** %arrayidx, align 8

call = call 132 @atoi(i8* % 1) nounwind readonly
store 132 %call, i32% %a, align 4

store i32 0, i32% %i, align 4

br label % for.cond

for.cond:

Y02 = load i32% %i, align 4

%3 = load i32* %a, align 4

Secmp = icmp slt i32 %2, %3

br il Scmp, label “for.body, label %for.end

00p

entry:

Geretval = alloca 132, align 4
Gewrge.addr = alloca 132, align 4
Geargy.addr = alloca 187, align §
i = alloc: i
%j = alloca i32,
%a = alloca 32, align 4

store i32 0, i32* %retval

store 132 Garge, 132 S%wrge.addr, align 4

store i8** Gargy, 18*** Sargv.addr, align §

sore 132 0, 132 %, align 4

%0 = koad i8%** Fargy.addr, align §

Gavayidx = getclementpr inbounds i8** %0, i64 |
1 = lowd i87% Searravids, align 8
Gecall = call i

store 132 Scall, i32* Sa, align 4

store i32 0, i32* i, align 4

GeswitchVar = alloca 132

store 132 0, 132* %switchVar

br label % loopEntry
loopEntry:

GswitchVarl = Joad i32% SswitchVar

switch 32 GswitchVarl, label & switchDefault [
132 0, label % for.comd

32 1, label S for.body

132 2, label Stfor.inc

132 3, label S for.end
T F |
4 gt [ o [ w [ 2] &
for.body: & k_’_\
%4 = load i32% %i, align 4 k‘;r;‘_'d]’ﬂ B9l for.inc:
%5 = load i32* %j, align 4 for.cnd: DS S &7 = loud 132+ %i align 4
%Gadd = add nsw i32 %5, %4 et i320 switchDefault: -4:."— T ("‘u]?] Fuld e A‘,‘d‘p@_b’ %5 “inc = add nsw 132 %7, | for.end:
: : on br label % loopEnd P P Al SR oy S ol 2 store 132 % me, 32* %1, align 4 ret 1320
store 132 %add, 32" %j, align 4 %4 = select 1l %emp, 13211, 1323 store 132 Sadd, 1327 %), align 4 :
§ By & e i % AR Rk 2 store 32 0, i32* GswitchVar
br label % for.inc sore 32 4, 132* GswitchVar store i32 2, i32* GswitchVar

\ br label % loopEnd be label % loopEnd be Tabel GloopEnd
p”

ToopEnd:
be kbl G loopEntry

for.inc:

%6 = load i32* i, align 4
%inc = add nsw 132 %6, 1
store 132 Ginc, 132* %i. align 4
br label % for.cond

CFG for 'main' function

CFG for 'main’ function




LLVM-based Obfuscation

= Code flattening: case of a SWITCH

entry:

Yeretval = alloca 132, align 4 -
9oarge.addr = alloca 132, align 4 Sl
Yeargy.addr = alloca i8**, align 8 ek = sl i, g §
%b = alloca 132, align 4 = aleca 2 slign

%a = alloca i32, dllg[l 4 ::: ;;E apc, ..\2:%;;.,;..1... align 4
store 132 0, i32* %retval

+* Sargv.addr. align §

b, align 4

* Sargyoadde, align 8

ayads = gelelementpts inbownds 1§+ %0, 64 1
oad i$** Searrayidx, lign 8

store 132 %arge, 132%* Yarge.addr, align 4
store i8%* Yargv, i8*** Pargv.addr, align 8

call = call 132 @uowis * % 1) sownwind readonly
store 132 0, i32* %b, align 4 soee '::.. .:_" ,:‘fi"‘:;;"‘:‘lw
%0 = load i8*** %argy.addr, align 8 e
Yearrayidx = getelementptr inbounds i8** %0, i64 1 b bl Sehoplintry
%1 = load i8** %arrayidx, align 8 l
%ecall = call 132 @atoi(i8* % 1) nounwind readonly ToonEatry
store i32 %call, i32* %a, align 4 s ol e o N
%2 = load i32* %a, align 4 32 0, label S LzafBlock

132 1, Tabed Sexw. b

132 2, labed % NewDefauk
132 3, lnbel Gsw defaul
132 4, label Sosw epilog

|

e AN ENEREE ==
e =
def 1 S /

switch i32 %2, label %sw.default [
132 1, label %sw.bb
1

LeafBhek
% reload = lood volatile i32° .rcg2mem | | swbb T et
J \ wiehien e eq 52 vt 1 | | ere 32 1, 32+ %8, tign s NewDeluk: ] | Sre 520, 2+ a. uhgn s
be label G koopEnd %3 = select il % SwilchLeaf, i32 1,322 slore 132 4, 32* %switchVar PN rel i320

store (32 %3, [32* SswischVar b label % loopEnd br isbel $loopkind e i«ﬁsﬁw Ve
be label S JoopEad
sw.default: sw.bb: B s .
store 132 0, i32* %b, align 4 store 132 1, i32%* %b, align 4 T
br label %sw.epilog br label %sw.epilog P
sw.epilog:
ret i320

CFG for 'main' function




LLVM-based Obfuscation

" Another example:




LLVM-based Obfuscation

= Test procedure

— Run test suite of the cryptographic library
libtomcrypt

— Run test suite of the graphical library ImageMagick

* Found a routine of 6000+ C lines in it !!

— Run test suite of the MySQL database
e Asingle test is still failing ®

" Todo

— Flatten try—-catch constructs as well
— Test, debug, test, debug, test !




LLVM-based Obfuscation

@/wm@e, we wsed

RECYCLABLE




Part Il Arm obfuscation

" About me
— Marc Romanens
— Scientific collaborator at EIA-FR

— Works on a “Exploration Project” on binary
obfuscation for processor ARM.
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File format ELF
Code insertion into ELF file
ARM obfuscation

Opaque predicate

Junk code




File format ELF
Summary |

= 3 headers tables

— Header file
* Entry point
e Position of others headers

* Architecture
— Program header (define the segments)
* Flags (RWE)

» Offset / virtual addresses

— Section header (define the sections (optional))




File Format Elf
Summary i

There are n

Program Hea
Type
PHDR
INTERP
[Requ
LOAD
LOAD
DYNAMIC
GNU STACK

Section to
Segment S
00
01
02
03
04

05

o section groups in this file.

ders:
Offset VirtAddr PhysAddr FileSiz MemSiz Flg Align
0x000034 0x00008034 0x00008034 Ox000cO Ox000cO R E Ox4
0x0000f4 Ox0P0080f4 Ox000080f4 OxP0014 Ox00014 R  Ox1
esting program interpreter: /lib/1ld-uClibc.so0.0]
0x000000 OxOO008000 Ox00008000 Ox0052c Ox0052c R E Ox8000
0x00052c 0x0001052c 0x0001052c Ox000fO Ox0010c RW ©Ox8000
0x000538 0x00010538 0x00010538 0x000b8 0x000b8 RW 0Ox4
0x000000 Ox00O00000 OxO0000000 OxOOO00 OxOO000 RWE Ox4

Segment mapping:
ections...

.interp

.interp .hash .dynsym .dynstr .rel.plt .init .plt .text .fini .rodata .eh frame
.init array .fini array .jcr .dynamic .got .data .bss

.dynamic




Memory allocation of segment

0x0000

0x1200

0x2300

ELF Binary file

Segment 1

Memory
0x0000
Segment 1
0x1000
0x2000
padding
0x3000

Image source: GNU Linux Magazine HS 32 Septembre Octobre 2007

» <€

These pages get
the rights (p_flags)
of Segment 1

These pages get
the rights (p_flags)
of Segment 2




Insertion of code

= Why ?

— Obfuscation needs space
" How ?

— Add a new segment

— Increase size of old segment




" T
Obfuscation technique :

Opaque predicate

= Example:

— (X? + X) % 2 == 0 is always true

— (3X3+2X? +X) % 6 ==0is always true
= Opaque predicate aims at:

— Creating false branch
— Improving complexity of serial number

— Watermarking




e T
Obfuscation technique :

Junk code

" Junk code aims at:
— Hiding the useful part of code

" Implementation :
— Use condition code in ARM

— Use opaque predicate for enforcing the stealth




i #include <stdio.h>
2 #include <stdlib.h>
3 #include <string.h>
4
5 #define SIZE 2
&
7 int main(char argc, char argv[])
g HHf
9 int i;
10 printf ("Enter your serial (%d digits)\n", SIZE):
11 char+* serial = malloc(SIZE * sizeof(char)):
12 memset (serial, ¢, SIZE):
13 fgets(serial, SIZE, stdin):
i5 int result = ©;
16 int junk = 0;
17
i8 for (1 = 0; i < SIZE; i++)
13 H {
20 if ((serial[i] + serial[i] ¥ serial[i]) % 2 == 0)
21 H {
22 result += serial[i]:
23 - }
24 else
25 H {
26 junk += serial[i]:
27 I }
28 - }
29
30 if (100 - result <= ()
31 H {
32 printf ("Good job you are authentificate\n"):;
33 - }
34 else
35 H {
36 printf("Go out hacker %¥d\n", result):; S~
38 “} .




[R11,H#var_14]

[R11,#is]
Opaque B2, A3
predicate [R3]
R3, #1
[R11,Hvar_14]
o Junk code, this
ggsl code is never
R1, R2 execute
R3, #1
#o
86880
" Ill s
LDR R3, [R11,#var_14]
LDR R2, [R11,#s5]
ADD R3, R2, R3 R3, [R11,#var 14
LDRB R3, [R3] LDR R2, [R11,#5]
LDR R2, [R11,#var _C] ADD R3, R2, R3
ADD R3, R2, R3 LDRB R3, [R3]
STR R3, [R11,#var c] JILDR R2, [R11,#var 8]
B loc_869C R3, R2, R3
- R3 R11,#tvar 8
vy
B3
loc_869C
LDR R3, [R11,#var_14]
ADD R3, R3, #1 &
STR R3, [R11,#tvar 14] ;




'R

[~ =]

loc_86A8

LDR R3, [R11,Buar_14]
CHP R3, #1

BLE loc_8628

T 1

Opaque
predicate

v
e =3 W
LDR R3, [R11,#var C]
RSB R3, R3, HOx64
CcHP R3, #0
BGT loc_86D8

Real serial
computing.

Junk code,
execute but
condition code
false.

RS, |H s HUar_
R2, [R11,#s]
R3, R2, R3

R3, [R3]

R2, R3, #1

R3, [R11,#var_14]
R1, [R11,#s5]
R3, R1, R3

R3, [R3]

R1, R3

R3, R1, R2

» sHVar_
R2, [R11,8s]
R3, R2, R3

LDRGEB R3. [R3]

R2, [R11,8var _C]
R3, R2, R3
R3

R2, R3

[R3]
[R11,%var_8]
R2, R3

R3, [R11,Ruar 14]
R3, R3, #1
R3, [R11,#uvar 14]




Junk code
Optimisation
" Mix junk code and real code

= Change condition code with data processing
instructions

= Add more predicates




Questions?
b (

O
=Y




Merci/Thank you!

Contact:
pascal.junod@heig-vd.ch
@cryptopathe
http://crypto.junod.info

romanens.m@gmail.com

Slides:
http://slideshare.net/ASF-WS/presentations




