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SANS TOP25

Source: http://www.sans.org/top25-software-errors
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Right Key Length

• Estimating the right key length has been 
one of the first tasks of early 
cryptography !

• As of today, every crypto student/engineer 
knows that 512 bits is too short for RSA 
and too large for a block cipher.
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Right Key Length ?

• TI calculators secure 
boot

• TLS ugly cipher suites

• DVB Common 
Scrambling Algorithm
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TI-x Secure Boot 
& RSA
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TI-x Secure Boot 
& RSA
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Export-Compatible Key 
Length

TLS 1.0 «great» cipher suites:
TLS_RSA_EXPORT_WITH_RC4_40_MD5        * RSA_EXPORT     RC4_40       MD5
TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5    * RSA_EXPORT     RC2_CBC_40   MD5
TLS_RSA_EXPORT_WITH_DES40_CBC_SHA     * RSA_EXPORT     DES40_CBC    SHA
TLS_RSA_WITH_DES_CBC_SHA                RSA            DES_CBC      SHA
TLS_DH_DSS_EXPORT_WITH_DES40_CBC_SHA  * DH_DSS_EXPORT  DES40_CBC    SHA
TLS_DH_DSS_WITH_DES_CBC_SHA             DH_DSS         DES_CBC      SHA
TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA  * DH_RSA_EXPORT  DES40_CBC    SHA
TLS_DH_RSA_WITH_DES_CBC_SHA             DH_RSA         DES_CBC      SHA
TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA * DHE_DSS_EXPORT DES40_CBC    SHA
TLS_DHE_DSS_WITH_DES_CBC_SHA            DHE_DSS        DES_CBC      SHA
TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA * DHE_RSA_EXPORT DES40_CBC    SHA
TLS_DHE_RSA_WITH_DES_CBC_SHA            DHE_RSA        DES_CBC      SHA
TLS_DH_anon_EXPORT_WITH_RC4_40_MD5    * DH_anon_EXPORT RC4_40       MD5
TLS_DH_anon_EXPORT_WITH_DES40_CBC_SHA   DH_anon        DES40_CBC    SHA
TLS_DH_anon_WITH_DES_CBC_SHA            DH_anon        DES_CBC      SHA
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DVB-CSA

• Mix of block and stream cipher used to 
encrypt multimedia streams in the Pay-TV 
world

• Key size: 48 bits ...

• ... but it changes every 4 to 30 seconds, and 
one can only hope a ciphertext-only attack 
in practice.

• Will be replaced by DVB-CSA v3 (128-bit 
key size) Pascal Junod -- Bridging Theory and Practice in Cryptography 
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Right Algorithm

• Every crypto student/engineer should 
know that textbook-RSA, FEAL-4 and MD4 
are to be avoided.

• RSA-{OAEP, PSS}, AES, SHA-256, HMAC, 
ECDH, ECDSA are good crypto primitives.
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Right Algorithm ?

• TEA and the XBOX

• RC4 and WEP

• MD5, SHA1

• IPSec configurations
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TEA and the XBOX 
hack
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TEA and the XBOX 
hack

TEA used as a 
compression function in a 
home-brew hash function 
used to perform code 
authentication at boot 
time.

Unfortunately, in hash 
mode, equivalent keys = 
collisions...
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RC4 and WEP
RC4 used as stream 
cipher in the wireless 
network security 
standard WEP.

Unfortunately, RC4 
suffers from several 
statistical imperfections 
at the beginning of its 
output... 
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MD5 / SHA1
MD5 is (still) one of the 
most widely deployed 
hash function.

Unfortunately, it was 
severely broken in 2004 
with respect to its 
resistance to collisions.

SHA-1 is ubiquitous in PKI 
(X.509v3) 
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Right Parameters

• Every crypto student/engineer knows that 
a random parameter should be random 
with enough entropy, and not a constant 
drawn uniformly at random...
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Right Parameters ?

• Randomness à la Debian in 2008

• Broken OpenSSL patch reducing the 
entropy of its PRNG down to 15 bits

• Sony PS3 and ECDSA

• Constant instead of a random value in 
ECDSA used in the secure boot, or how 
to loose a private key... 
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Black-Box Adversaries

• This the usual definition of an adversary for  
cryptographers
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Black-Box Adversaries

• Model my algorithm/protocol/system as a set of 
oracles

• Interact with those oracles

• Ciphertext-only

• Known plaintext-ciphertext

• Chosen (adaptively or not) plaintexts and/or 
ciphertexts
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Black-Box Adversaries

• Prove (mathematically) that your algorithm/
protocol/system is secure if the underlying 
cryptographic primitives are secure.

• Examples:

• RSA-OAEP

• RSA-PSS
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In Summary...

• With respect to black-box adversaries, 
people tend to do it right, although it is 
possible to find many, many counter-
exemples...

• Cryptographers have done a good job 
teaching and explaining dangers.
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Grey-Box Adversaries

• Adversaries that were NOT foreseen by  
cryptographers...

• Can interact with the cryptographic primitives, 
but might have (just) a bit more information 
about the computations, like:

• Timings 

• Physical leakage

• Faults

side-channel 
information
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Side-Channel Attacks

• Timing

• Physical Leakage

• Faults
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Timing Attacks
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Timing Attacks
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Timing Attacks

• Standard padding with 8-bytes blocks: 

• Missing 3 bytes: pad with 03 03 03

• Missing 7 bytes: pad with 07 07 07 07 07 
07 07

• Missing 0 bytes: pad with 08 08 08 08 08 
08 08 08
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Timing Attacks
• Problem (spotted in 2002, exploited in 2003) if 

the padding checking routine is not time-
constant:
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Timing Attacks
• Padding oracles reloaded (but here, not based on 

timing):
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Timing Attacks
• Cache attacks:
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Timing Attacks
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• IDEA’s multiplication in GF(65537)

•0x0000 == 0x10000

• Schneier et al. timing attack in O(232) ops

• OpenSSL code:

#define idea_mul(r,a,b,ul) \
ul=(unsigned long)a*b; \
if (ul != 0) \
        { \
        r=(ul&0xffff)-(ul>>16); \
        r-=((r)>>16); \
        } \
else \
        r=(-(int)a-b+1); /* assuming a or b is 0 and in range */ 



Attacks based on 
Physical Leakage

• As a matter of fact, computations executed on 
any kind of platform (SW/HW) consumes 
energy...

• If it is possible to measure this energy, and if this 
energy consumption is dependent on secret 
values, then those secret are at risk !
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Attacks based on 
Physical Leakage
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Attacks based on Faults

• Consider the following piece of code that could 
valid the RSA signature during the secure boot 
of a trusted device:

if (RSA_verify (signature) == 
RSA_VALID_SIGNATURE) {

// Perform some critical operation
} else {
return NOT_AUTHENTICATED

}
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Attacks based on Faults

• This could translate into the following:

...
cmp    $0x0, %ebx
jne    0x64FE89A1
...

The whole RSA signature verification mechanism 
security relies on whether this instruction will be 

executed or not...
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Attacks based on Faults
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Attacks based on Faults
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Correct 
Implementation

• OpenSSL and bug attacks
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OpenSSL and Sisters
• Several general-purpose open-source 

cryptographic libraries do exist (non-exhaustive 
list):

OpenSSL

libgcrypt

Mozilla NSS

libtomcrypt

NaCl

Botan

Crypto++

cryptlib
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OpenSSL and Sisters

• Natural question asked less than one year ago :

• How secure are general-purpose open-source 
cryptographic libraries ?
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OpenSSL and Sisters
• What means «security» here ?

• Resistance to well-known cryptographic attacks

• Resistance to side-channel attacks

• (Respect of best practices in terms of secure 
programming)

• (Reactivity of its developers when confronted 
to security issues)

• ...
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Manger’s Attack
Published by James Manger at Crypto’01

Attack bad implementations of RSA-OAEP 
padding mechanisms

Transform a «bad» implementation into a 
decryption oracle.

Requires only about 1024 adaptively chosen 
queries to decrypt a 1024-bit RSA ciphertext
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Manger’s Attack
Only required information: «Does the decrypted 
ciphertext has the most significant byte equal to 
0x00 ?»
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Manger’s Attack

One can obtain this information (at least) through

Error messages

Timing differences
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Manger’s Attack
Let’s have a look at OpenSSL’s implementation:

CHANGES

*) Improve RSA_padding_check_PKCS1_OAEP() check 
again to avoid 'wristwatch attack' using huge 
encoding parameters (cf. James H. Manger's CRYPTO 
2001 paper). Note that the RSA_PKCS1_OAEP_PADDING 
case of RSA_private_decrypt() does not use encoding 
parameters and hence was not vulnerable.[Bodo 
Moeller]
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Manger’s Attack
Further:

/* crypto/rsa/rsa_oaep.c */
...
/* signalling this error immediately after detection 
 * might allow for side-channel attacks (e.g. timing  
 * if 'plen' is huge -- cf. James H. Manger, "A 
 * Chosen Ciphertext Attack on RSA Optimal   
 * Asymmetric Encryption Padding (OAEP) [...]", 
 * CRYPTO 2001), so we use a 'bad' flag */ 
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Manger’s Attack
However...

 if (lzero < 0)
                {
                /* signalling this error immediately after 
                 * detection might allow
                 * for side-channel attacks (e.g. timing if 
                 * 'plen' is huge
                 * -- cf. James H. Manger, "A Chosen 
                 * Ciphertext Attack on RSA Optimal
                 * Asymmetric Encryption Padding (OAEP) 
                 * [...]", CRYPTO 2001),
                 * so we use a 'bad' flag */
                bad = 1;
                lzero = 0;
                flen = num; /* don't overflow the memcpy to 
                             *padded_from */
                } Pascal Junod -- Bridging Theory and Practice in Cryptography 
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Manger’s Attack
Out of NaCl’s homepage:
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Manger’s Attack
Is that time-constant ?

Time to compute 1’048’576 checks on my 
MacBook Pro: 

macbook-pro-de-pascal-junod:openssl_manger pjunod$ ./junk

[VALID PADDING (20971520)   ] : 10.943075 seconds for 
1048576 OAEP check

[INVALID PADDING (-1048576) ] : 10.835983 seconds for 
1048576 OAEP checks
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Manger’s Attack
Distribution of 1000 independent measures of 
104’858 checks
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Manger’s Attack

Is OpenSSL broken (with respect to Manger’s 
attack) ?

On high-end servers/desktop

In theory, yes !

In practice, the number of measurement 
required to remove the noise (due to 
networking mainly) is probably too large...
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Manger’s Attack
Is OpenSSL broken (with respect to Manger’s 
attack) ?

On embedded platforms:

YES, DEFINITIVELY !!

Clock-cycle accurate measurement is 
possible.

If time-constant, use the power trace of 
the execution.
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Botan

// Is this vulnerable to timing attacks?
   for(u32bit i = HASH_LENGTH + Phash.size(); i != 
tmp.size(); ++i)
      {
      if(tmp[i] && !delim_idx)
         {
         if(tmp[i] == 0x01)
            delim_idx = i;
         else
            delim_ok = false;
         }
      }
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Crypto++

 bool invalid = false;

 // convert from bit length to byte length
 if (oaepBlockLen % 8 != 0)
    {

         invalid = (oaepBlock[0] != 0) ||invalid;
         oaepBlock++;
    }
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Legend
Classical timing attacks

Cache attacks

Oracle attacks

Leakage attacks

Fault attacks

✔ Serious care

~ Some care, but not always/properly

✖ No care at all
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Summary

OpenSSL ✔ ~ ~ ✖ ✖

libgcrypt ✔ ✖ ✖ ✖ ✖

libtomcrypt ✖ ✖ ✖ ✖ ✖

NSS ✔ ✖ ~ ✖ ~
NaCl ✔ ✔ ✔ ✖ ✖

Botan ✔ ✔ ~ ✖ ~
Crypto++ ✔ ~ ~ ✖ ✖

cryptlib ✔ ✖ ~ ~ ~
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In Summary...

• Most of open-source, free crypto libraries 

are not protected against side-channel 
atacks.

• A prominent counter-example is NaCl, 
which is time-constant and probably oracle-
free... but it does not implement standard 
crypto !
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In Summary...

• While the silicon industry is aware of the 
side-channel problem (probably because 
they all had to pay for implementing 
protections ;-), the open-source world is 

not.

• Keyword: protection schemes, leakage 
resilient cryptography (?!)
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In Summary...

• Lightweight crypto allows to reinvest the 
gained Boolean gates to implement side-
channel protection schemes !
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White-Box Adversaries

• Adversaries that most practical cryptographers 
just do not want to hear about...

• Can do EVERYTHING they want !!

• Complete reverse-engineering of SW/HW

• Read/Write all memories, including secure 
ones (containing keys)

• Perturb all computations
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White-Box Adversaries

• One example among many 
others: the AACS hack

• DRM protection scheme for 
Blu-Ray

• State-of-the art crypto

• SW player broken

• Just read the last media-
encrypting key in memory
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White-Box Adversaries
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Broadcast Encryption 
and Traitor Tracing

• Broadcast encryption (BE) is a cryptographic 
technique that allows to selectively define who is 
able to decrypt a given global ciphertext.

• Traitor tracing (TT) allows to identify pirate 
sharing their decryption material.

• BE + TT are used to encrypt global symetrical 
sessions keys, which do not resist white-box 
adversaries... (cf. CW sharing)
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In Summary...

• Resisting white-box adversaries is still a 
wide OPEN problem.

• White-box cryptography (see Wyseur’s 
PhD thesis)

• Problem tackled by theory-loving authors, 
but I’m not sure about the current practical 
significance of their work.

• Keyword: obfuscation
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Thank You !

• Website http://crypto.junod.info

• Twitter @cryptopathe

• E-mail pascal@junod.info
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