
MoƟvaƟons Security Models PrimiƟves Security Parameters Cryptographic Parameters API Simplicity Conclusion

Towards Developer-Proof
Cryptography

Pascal Junod

EPFL-SURI, Lausanne (Switzerland), June 20th, 2016

1 / 75



MoƟvaƟons Security Models PrimiƟves Security Parameters Cryptographic Parameters API Simplicity Conclusion

Outline

1 MoƟvaƟons

2 Security Models

3 PrimiƟves

4 Security Parameters

5 Cryptographic Parameters

6 API Simplicity

7 Conclusion

2 / 75



MoƟvaƟons Security Models PrimiƟves Security Parameters Cryptographic Parameters API Simplicity Conclusion

MoƟvaƟons

Dozens of open- or closed-source crypto libraries are available.
Many people use crypto libraries on a daily basis.
Most of the Ɵme, the final result does not reach the expected
cryptographic strength.
In average, I need 10-15’ to idenƟfy a problemaƟc piece of
open-source cryptographic soŌware that I can tranform in an
exam problem for my “Industrial Cryptography” lecture.
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Not Convinced?

M. Egele et al. An Empirical Study of Cryptographic Misuse in Android ApplicaƟons, ACM-CCS 2012.
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This Talk is not about...

... blaming cryptographers that do not know or do
not care about programming and soŌware develop-
ment issues.

7 / 75



MoƟvaƟons Security Models PrimiƟves Security Parameters Cryptographic Parameters API Simplicity Conclusion

This Talk is not about...

... trashing crypto libraries developers that do not
know everything about cryptography.
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This Talk is not about...

... trolling 99:9995% of the crypto libraries users
that do horrible mistake most of the Ɵme.
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This Talk is not about...

... the other security aspects of crypto libraries,
namely aƩacks related to grey- and white-box ad-
versaries: side-channel aƩacks, SW reverse engi-
neering, exploiƟng and tampering, etc.
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Goals of this Talk

Exposing a real-world problem that has consequences every day
in pracƟce: the lack of security-related usability in most
cryptographic libraries.
IdenƟfy important interacƟons between the academic and the
real world and their consequences.
Showing a sample of current good and bad pracƟces.
Propose usability requirements on cryptographic libraries.
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Symmetric EncrypƟon Security Models

Just in the symmetric-key encrypƟon seƫng, many theoreƟcal
security models exist:

IND-CPA: indisƟnguishability under chosen-plaintext aƩacks
IND-CCA: indisƟnguishability under chosen-ciphertext aƩacks
INT-PTXT: integrity of plaintexts
INT-CTXT: integrity of ciphertexts
NM-CPA: non-malleability under chosen-plaintext aƩacks
NM-CCA: non-malleability under chosen-ciphertext aƩacks
...
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Security Models for Symmetric EncrypƟon

Source: M. Bellare and C. Namprempre, AuthenƟcated EncrypƟon: RelaƟons among NoƟons and Analysis of the Generic

ComposiƟon Paradigm, Asiacrypt 2000.
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Security Models for Symmetric EncrypƟon

Source: H. Krawczyk, The Order of EncrypƟon and AuthenƟcaƟon for ProtecƟng CommunicaƟons (Or: How Secure is SSL?),

Crypto 2001.
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Generic ComposiƟon: Encrypt-and-MAC

Source: Wikipedia
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Security of Generic ComposiƟon: EaM

Source: M. Bellare and C. Namprempre, AuthenƟcated EncrypƟon: RelaƟons among NoƟons and Analysis of the Generic

ComposiƟon Paradigm, Asiacrypt 2000.
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Generic ComposiƟon: MAC-then-Encrypt

Source: Wikipedia
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Security of Generic ComposiƟon: MtE

Source: M. Bellare and C. Namprempre, AuthenƟcated EncrypƟon: RelaƟons among NoƟons and Analysis of the Generic

ComposiƟon Paradigm, Asiacrypt 2000.
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MtE vs. SSL/TLS: CVE-2013-0169 / CVE-2016-2107

Source: TwiƩer
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Generic ComposiƟon: Encrypt-then-MAC
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Security of Generic ComposiƟon: EtM

Source: M. Bellare and C. Namprempre, AuthenƟcated EncrypƟon: RelaƟons among NoƟons and Analysis of the Generic

ComposiƟon Paradigm, Asiacrypt 2000.

24 / 75



MoƟvaƟons Security Models PrimiƟves Security Parameters Cryptographic Parameters API Simplicity Conclusion

Symmetric EncrypƟon in PracƟce

In pracƟce, facing a passive adversary only is extremely
infrequent.
The only viable symmetric encrypƟon model is authenƟcated
encrypƟon, i.e. IND-CCA + unforgeability, than can be achieved
by properly combining IND-CPA + INT-CTXT.
There is only two reasonable (i.e., fool-safe) opƟons:

use a well-equipped and secure authenƟcated encrypƟon mode,
like e.g. AES-GCM;
use an encrypt-then-authenƟcate scheme, like e.g. AES-CTR +
HMAC-SHA256 + HKDF.
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Generic ComposiƟon: What could Go Wrong?

AES in ECB mode;
AES in CBC mode with constant IV;
AES in CBC mode with random IV;
AES in CBC mode with random IV, HMAC-SHA256 on the
ciphertext, both using the same key;
etc.
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Back to SoŌware

Many crypto libraries offer the following opƟons to the
developper:

secure ciphers without mode of operaƟons;
secure ciphers with insecure modes of operaƟons, like AES-ECB,
AES-CTR or AES-CBC;
secure ciphers with secure modes of operaƟons, but with
insecure parameters, like AES-GCM with repeaƟng nonces;
using the same key for encrypƟon and authenƟcaƟon when not
using authenƟcated encrypƟon modes;
etc.
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Do we Really Need Them?
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Dream Crypto Library Requirement #1

Offer only high-level APIs
implemenƟng authenƟcated

encrypƟon or sealing.
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Dream Crypto Library Requirement #2

Force the developper to build the
library with

-DUSE_LOW_LEVEL_API for having
access to other modes; warn at
compilaƟon Ɵme and in debug

mode for every use of an unsecure,
low-level API.
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Example of Good PracƟce: libsodium
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The Dark Side of Crypto Diversity
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The Dark Side of Crypto Diversity

Many crypto libraries offer the opƟon to use:
non-cryptographic algorithms (e.g., CRC32, ADLER, Mersenne
Twister)
insecure ciphers (e.g., DES, RC4, MD5, SHA1, insecure variants of
CBC-MAC)
insecure protocols (e.g., SSL 2.0, SSL 3.0)
insecure ciphersuites (e.g.,
TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5);
etc.
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Dream Crypto Library Requirement #3

Force the developper to build the
library with -DUSE_WEAK_CIPHERS

for having access to weak or
obsolete ciphers; warn at

compilaƟon Ɵme and in debug
mode for every use of an unsecure,

low-level API.
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Self-Defending ImplementaƟons

Example of Triple-DES: a self-defending implementaƟon should check
that !(key[0..7] == key[8..15] == key[16..23]).
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Self-Defending ImplementaƟons ?

Ciphers designed to have a flexible key length (Blowfish, RC5,
etc.): emit a warning, or even beƩer, refuse to key-schedule in
standard condiƟons when the key length is smaller than 80 bits.
For instance, libgcrypt implementaƟon of Blowfish
key-schedule does a self-test, looks for weak keys, but allows
32-bit ones.
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Self-Defending ImplementaƟons ?

Most libraries don’t tell anything when you generate an RSA key
with a too short key length.
In 2016, one knows that 1024 bits is a strict minimum only valid
for data with a very short expected lifeƟme, and that we should
use at least 1536-bit keys, beƩer 2048-bit ones.
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RSA Case: openssl
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RSA Case: libressl
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RSA Case: BoringSSL
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RSA Case: libgcrypt
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RSA Case: Botan in 2015
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RSA Case: Botan in 2016
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RSA Case: Keyczar
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Myriad of Other Examples

Small Diffie-Hellman groups
Weak ellipƟc curves
Weak ciphersuites (EXPORT, involving DES or RC4 or MD5, ...)
etc.
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Dream Crypto Library Requirement #5

Offer only security parameters and
configuraƟon opƟons that are meaningful in
terms of security.
Offer safe security parameters by default.
If really required, weaker/obsolete variants
could be made available, but such that it
requires an effort from the developper and
emiƫng warnings at compilaƟon Ɵme.
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Cryptographic Parameters

Without (secure) randomness, no cryptographic security is
possible.
Most cryptographic libraries do a rather good job in providing a
cryptographically secure PRNG (CPRNG) to the developper.
However, most cryptographic libraries put the responsibility to
use the CPRNG on the developper shoulders.
Two bad things can happen:

Forget to use random values;
Use a non-cryptographic PRNG.
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Cryptographic Nonces

The noƟon of cryptographic nonce (“number used only once”)
dates back to defenses against replay aƩacks in cryptographic
protocols.
(Wrong) assumpƟon: generaƟng (cryptographically secure)
randomness is hard; fortunately, nonces are easier to manage.
In pracƟce, the only fool-proof way to generate nonces ... is to
ensure they have a sufficient length and to generate them at
random!
Depending on the cipher, reusing a nonce can have a
catastrophic impact (e.g. ECDSA).
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Cryptographic Nonces
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Self-Defending ImplementaƟons

PyCrypto counter mode API
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Self-Defending ImplementaƟons
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Dream Crypto Library Requirement #4

Offer only capabiliƟes that are
useful for developers and that do

not allow him/her to trigger
security-related mistakes.
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Cryptographic Parameters: User Responsibility
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Cryptographic Parameters: Nonces Reuse
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Cryptographic Parameters: EdDSA
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Cryptographic Parameters: API Responsibility
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Dream Crypto Library Requirement #6

In encrypƟon mode, the IVs/nonces
should, whenever possible, be
generated in a transparent way and
returned by the API, as it is done
for public-key crypto.
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API Simplicity
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API Simplicity: Error Handling
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Dream Crypto Library Requirement #7

In debug mode, a crypto library could possibly
return detailed error messages.
In producƟon mode, a crypto library should
return only a boolean flag: OK/NOK.
API and error handling should be as simple as
possible.
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Wishful Thinking?

Crypto libraries users are not omniscient cryptographers.
A non-secure funcƟonality is a superfluous feature that must be
killed.
Stop put security-related responsibiliƟes on developers’
shoulders.
Refuse to generate too small keys or cryptographic groups.
Refuse with all possible energy to use obsolete/weak
cryptographic configuraƟons.
GeneraƟng the required IV/nonces should be the library
responsibility.
Crypto libraries must be extremely simple to use.
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Conclusion

The perfect cryptographic
library does not exist (yet)!
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Thank You!

pascal@junod.info
@cryptopathe
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