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Abstract.  In this paper, we describe the design of a new family of block
ciphers basedon a Lai-Massey scheme, named FOX. The main features of
this design, besidesa very high security level, are a large implementation
exibilit y on various platforms aswell as high performances.In addition,
we proposea new design of strong and e cien t key-schedule algorithms.
We provide evidencethat FOX is immune to linear and di eren tial crypt-
analysis, and we discussits security towards integral cryptanalysis, alge-
braic attacks, and other attacks.
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1 Intro duction

Why do we need another block cipher? First of all, industry is still requesting;
second,recert advancesin the cryptanalysis eld motivate new designs. The
AES [1] and NESSIE [27] e orts, among others, have resulted in a number of
new proposalsof block ciphers. It is noteworthy that there existsa cleartrend in
direction of lightweight and fast key-shiedule algorithms, aswell as substitution
boxesbasedon purely algebraicconstructions. In a parallel way, we obsene that,
on the one hand, seweral of the last published attacks against block cipherstake
often advantage of exploiting \simple" key-sdedule algorithms (a nice illustra-
tion is certainly Muller's attack [24] against Khazad), and, on the other hand,
algebraic S-boxesare helpful to Courtois-Pieprzyk algebraicattacks [8], and lead
to puzzling properties as shown by [2,10,25].

In this paper, we describe the designof a new family of block cipher, named
FOX and designedupon the requestof MediaCrypt AG [23]. The main featuresof
this design,besidesa very high security level, arealarge exibilit y in terms of use
and of implementation on various platforms, as well as high performances.The
family consistsin two block ciphers, one having a 64-bit block sizeand the other
one a 128-bit block size. Each block cipher allows a variable number of rounds
and a variable key sizeup to 256 bits. The high-level structure is basedon a Lai-
Massey scheme, while the round functions consist of Substitution-P ermutation
Networks with no algebraic S-boxes. In addition, we proposea new design of
strong and e cien t key-shedule algorithms.

? Reprint from: P. Junod and S. Vaudenay. FOX: a new family of block ciphers. To
appear in Seleted Areas in Cryptography 2004: Waterloo, Canada, August 9-10,
2004. Revisal papers, Lecture Notes in Computer Science. Springer-Verlag.
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Our main motivations are the following: our rst goal is to o er a serious
alternativ e to block ciphers following presert trends; we have explicitely chosen
to avoid a lightweight key-scheule and a pure algebaic construction as S-loxes
Our secondgoalis to reac the highestpossible exibilit y, beingin terms of round
number, key size,block sizeand in terms of implementation issues.For instance,
we feel that it is still usefulto proposea 64-bit block size a vour for backward-
compatibility reasons.Finally, our last motivation was to design a family of
block ciphers which comparesfavourably with the performancesof the fastest
block ciphers on hardware, 8-bit, 32-bit, and 64-bit architectures. This paper is
organizedasfollows: in x2, we give a formal description of the block ciphers,then
we successiely discussthe rationales in x3 the security foundations in x4 and
seweral implemertations aspectsin x5. Testvectorsare available in Appendix A.
The full version of this paper is [14].

Notations: A variable x indexed by i with a length of " bits is denoted x; ). A
Clike notation is usedfor indexing i.e. indices begin with 0.

Representation of GF 28 : Some of the internal operations used in FOX are
the addition and the multiplication in the GF(28) nite eld. Elemerts of the
eld are polynomials with coe cien ts in GF(2) in , a root of the irreducible
polynomial P( )= &+ 7+ ©+ 54+ 44+ 34 1:the 8-bit binary string
S = Soq) i S1(1) I S2(1) I S3(w) i Sacw) li Ss(1) I Se() liS7(1) represers so) T+ S1(1) 6+
Sy °*Ssw Tt saw Pt Ssw Pt Sew St

2 Description

The di erent menmbers of this block cipher family are denoted as follows:

[Name |[Block sizgKey sizgRounds number]|
FOX64 64 128 16
FOX128 128 256 16
FOX64/ k/ r 64 k r
FOX128 k/r 128 k r

In FOX64/ k/r and FOX128 k/r, the number r of rounds must satisfy 12 r
255, while the key length k must satisfy 0 k256, with k multiple of 8. Note
that a genericinstance of FOX has 16 rounds.

2.1 High-Lev el Structure

The 64-bit version of FOX is the (r  1)-times iteration of a round function
Imor64, followed by the application of a slightly modi ed round function called
Imid64. For decryption, we replace Imor64 by Imio64 The encryption Cgsy by
FOX64/ k/ r of a 64-bit plaintext P, is de ned as
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where RK 641y = RKoea) jiRK 164)Jj 1 jJRK; 1(64) is the subkey stream pro-
ducedby the key scdhedulealgorithm from the key K (i, (seex2.3). The decryption
Py by FOX64/ k/r of a 64-bit ciphertext Cs) is de ned as

In the 128-bit version of FOX, we simply replace Imor64, Imid64, and Imio64
by elmal28 elmid128 and elmiol28 respectively. Imor64, illustrated in Fig.
1(a), is built as a Lai-Massey scheme [18,19] combined with an orthomor-
phism® or, as described in [30]. This function transforms a 64-bit input X 4
split in two parts X gs) = Xoga2) jiX 132y and a 64-bit round key RK g4y in a 64-
bit output Y(64) = Y0(32) ijl(32) as Y(64) = or Xo(gz) X1(32) with

=132 Xo@z)  Xisz): RK (g - IMid64 and Imio64 are de ned like for Imor64
but for or, which is replacedby the identit y function and io (the inverseof or), re-
spectively. elma128 illustrated in Fig. 1(b), is built asan Extended Lai-Massey
schemecombined with two orthomorphisms or. This function transforms a 128-
bit input X (108 split in four parts X128y = Xoga2) li X 1(32) Ji X 2(32) i X 3(32) and
a 128-bit round key RK 155y in a 128-bit output Y5 . Let Feay = (X2
Xa@2) )i (X2@2)  Xs@z)- Then,

Ya2g) = OF Xo@32) L X1(32) L o Xyao R X3(32) R

where Ljj r = 64 Fa); RK(128) . In elmid128§ resp. elmiol2§ the two or-
thomorphisms or are replaced by two identity, resp. io functions. The ortho-
morphism or is a function taking a 32-bit input X3 = Xgpue)jiX116 and
returning a 32-bit output Yz = Youe) jjY1e) Which is in fact a one-round
Feistel scheme with the identity function as round function; it is de ned as
Yoae) li Yiae) = X1ae)li Xoae) Xiae) -

2.2 Denition of f32 and 64

The round function f32 builds the core of FOX64/ k/r. It is built of three main
parts: a substitution part, denoted sigma4 a di usion part, denoted mu4, and a
round key addition part (seeFig. 2(a)). Formally, the f32 function takesa 32-bit
input X 32y, @ 64-bit round key RK g4y = RK32) jjRK 132y and returns a 32-bit
output Yz = sigmagmud(sigmaqX sz RKgsz)) RKisy) RKoagy).

The function 64, building the core of FOX128 k/r, is very similar to f32
(seeFig. 2(b)): it takesa 64-bit input X g4y, a 128-bit round key RK 10g) =
RKgea) iIRK 162y @nd returns Ygs = sigmagmug(sigma&X ey RKogeas)))
RKye4) RKoes) -

The mapping sigma4 (resp. sigma§ consistsof 4 (resp. 8) parallel compu-
tations of a non-linear bijective mapping (see x3.1 for a description and the
table in xB). The di usiv e parts of f32 and f64, mu4 and mu8, consideran input

1 An orthomorphism o on a group (G;+) is a permutation x 7! o(x) on G such that
X 7! o(x) X is also a permutation.
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Xow)li :::jiXn@ asavector (Xo@);:::; n(g)) over GF 28 and multiply it
with a matrix to obtain an output vector of the samesize.The two matrices are
the following:

0 1
1111111a

labcdefl

111 abcdef 11

U %12 § mug: B bcdef1al
cdef labil

1z1 def labc1l

ef labcdl

flabcdel

wherez= 1+1 = 7+ 6+ 5+ 4+ 3+ 241 andwherea= +1, b= 7+
c= ,d= 2,e= "+ 6+ 54 44 34 Zgndf = 64 S5+ 44 34 24

2.3 Key-Sc hedule Algorithms

A FOX key K (y must have a bit-length k such that 0 k 256, and k must
be a multiple of 8. Depending on the key length and the block size,a member
of the FOX block cipher family may use one amongthree di erent key-shedule
algorithm versions,denotedKS64 KS64hand KS128 The following table de nes
which variant is used,aswell asa constart ek.

| Cipher [[Block sizd Key size [[Key-Schedule Version| ek |

FOX64 64 0 k 128 KS64 128
FOX64 64 136 k 256 KS64h 256
FOX128| 128 0 k 256 KS128 256

The three di erent versionsof the key-sdedulealgorithm are constituted of four
main parts: a padding part, denoted P, expanding K (, into ek bits, a mixing
part, denoted M, a diversi cation part, denoted D, whose core consists mainly
in a linear feedbadk shift register denoted LFSR and nally , a non-linear part,
denoted NLx, which is actually the only part which di ers betweenthe di erent
versions:we denote the three variants NL64, NL64h and NL128 When ek = Kk,
the P and M parts are omitted.

De nition of P. The P-part, taking ek and k asinput, is a function expanding
a bit string by ek K pytes; it concatenatesthe key Ky with the rst ek Kk
bits of a constart, pad, giving PK EY asoutput. The constant padF;s de ned as

beingthe rst 256 bits of the hexadecimaldevelopmert ofe 2= 0 nl, 2

pad = 0xB7E151628AED2A6ABF7158809CGEARE7160F38B4DA6A73DICI5190CFEF

De nition of M. The M-part mixes the paddedkey PK EY with the help of a

Fibonacci-likerecursion. It takesasinput akey PK EY with length ek (expressed
k

in bits) seenasan array of % bytesPKEY@g ;0 i % 1, andis processed

accordingto MKEY;g = PKEYjg MKEY, 15 + MKEY; g mod 28 ,

for0 i % 1,assumingthat MKEY 5 = Ox6A and MKEY g = OX76.
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De nition of D and LFSR The D-part takesa key M KEY having a length in
bits equalto ek, the total round numberr, and the current round number i, with
1 i r;it modies MKEY with the help of the output of a 24-bit Linear Shift
Feedba& Register (LFSR) denoted LFSR More precisely M KEY is seenasan
array of £ 24-bit valuesM KEY; s, with 0 j £ 1concatenatedwith
oneresiduebyte M K EYRB g (if ek = 128)or two residuebytes M K EY RB (35

(if ek = 256), and is modi ed accordingto, for 0 | % 1,

DKEYjp4 = MKEYjpg LFSR (i 1) ;_Iz(l +;r

and the DK EYRB g, value (DKEYRB s)) is obtained by XORing the most
8 (16) signicant bits of LFSR(i 1) % + % ;1) with MKEYRB g

(MKEYRB 1)), respectively. The remaining 16 (8) bits of the LFSRroutine

output are discarded. The stream of pseudo-randomvalues is generatedby a
24-bit linear feedbadk shift register, denoted LFSR It takestwo inputs: the total

number of rounds r and the number of preliminary clockings. It is basedon the

following primitiv e polynomial of degree24 over GF(2): ?*+ 4+ 3+ +1.The

register is initially seededwith the value Ox6Ajr g jiTg), Wherer g, is expressed
asan 8-bit value.

De nition of NL64, NL128 and NL64h We describe here the NL64 and NL128
processestespectively. Basically, the DK EY value passeghrough a substitution

layer, made of four parallel sigma4(sigma8 functions, a di usion layer, made
of four parallel mu4 (mu8) functions and a mixing layer called mix64 (mix128,

respectively. Then, the constart pady...1,7, (Padp..255) is XORed and the result
is ipp edif and only if k = ek. The result passeshrough a secondsubstitution

layer, it is hasheddown to 64 (128) bits using two exclusive-or operations and
the resulting value is encrypted rst with a Imor64 (elmal128 round function,

where the subkey is the left half of the DKEY value and secondby a Imid64
(elmid12§ function, where the subkey is the right half of DK EY. The result-
ing value is de ned to be the 64-bit (128-bit) round key, respectively. Detailed
descriptions may be found in Fig. 3(a) and Fig. 3(b), respectively. In the case
of NL64h the processis very similar than for NL128 the di erence is that the
sigma8(mu8) functions are replaced by two concatenated sigma4(mu4) func-
tions, respectively, that mix128is replaced by mix64h and that one usesthree
Imor64 round functions, where the respective subkeysare the three left quarters
of the DK EY value and a Imid64 function, where the subkey is the rightmost
quarter of DK EY. The resulting value is de ned to be the 64-bit round key.
Fig. 3(c) illustrates the NL64h processwhoseconstruction is similar to those of
NL64 and of NL128

De nition of mix64, mix64h and mix128 Given an input vector of four 32-bit
values, denoted X = Xgaz) JiX 1(32) i X 2(32) i X 332) » the mix64 function consists
in processingit by the following relations, resulting in an output vector denoted
Y = Yo(32) J] Y1(32) J] Y2(32) ij3(32) . More forma”y, mix64 is de ned as Yi(32) =
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isi Xj@z for0 i;j 3. The mix64hand mix128 functions use identical
relations operating on 64-bit values.

3 Rationales

3.1 sbhox Transformation and Linear Multip erm utations

As outlined in the intro duction, our primary goalwasto avoid a purely algebraic
construction for the S-box; a secondarygoal was the possibility to implement
it in a very e cient way on hardware using ASIC or FPGA technologies.The
shox function is a bijective non-linear mapping on 8-bit values. It consists of
a Lai-Massey scheme with 3 rounds taking three di erent substitution boxes
as round function; these\small" S-boxesare denoted S;, S, and Sz, and their
content is givenin xB. The orthomorphism? or4 usedin the Lai-Massey scheme
is a single round of a 4-bit Feistel schemewith the identity function as round
function. We describe now the generation processof the sbox transformation.
First a set of three di erent candidatesfor small substitution boxes, ead having
aLPmax and a DPa (with the commonnotations® [22]) smallerthan 2 2 were
pseudo-randomlychosen.Then, the candidate sbox mapping was evaluated and
tested regarding its LP max and DP o« Valuesuntil a good candidate was found.
The chosenshox satisfy DPS% = LPSE% = 2 4 and its algebraic degreeis equal
to 6.

Both mu4 and mu8 are linear multipermutations. This kind of construction
was early recognizedas being optimal for which regards its di usion proper-
ties [28,29]. A linear application de ned by a matrix A is a multip ermutation if
and only if det(A) 6 0 and if the determinant of eac submatrix of A is di erent
of zeroaswell. It is well-known that linear multip ermutations are equivalent to
MDS linear codes (i.e. Maximum Distance Separablecodes). Not all construc-
tions are very e cient to implement, especially on low-end smartcard, which
have usually very few available memory and computational power (see [15]).
In order to be e cien tly implementable, the elemers of the matrix, which are
elemerns of GF(28), should be e cien t to multiply to*.

3.2 Key-Sc hedule Algorithms

The FOX key-sdedule algorithms were designedwith seweral rationales in mind:
rst, the function, which depends on the block size, taking a key K and the
round number r in output and returning r subkeys should be a cryptographic

2 The orthormorphism of the third round is omitted.

3 Where DP*™*(a;b) = Pr[sbox(X a) = sbox(X) b] and where LP*®*(a;b) =
(2 Prla X = b shox(X)] 1)® with being the inner dot-product on GF (2)",
DPS2% = maxago » DP*™(a;b), and LP% = maxapso LP ™ (a;b)

* The only really e cien t operations are the addition, the multiplication by and the
division by .Notethat "+ = 1+ 2 74 64 5S4 44 34 21
andthat 6+ %+ 4+ 3+ 24+ = 2
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pseudo-random,collision resistart and one-way function. Second,the sequence
of subkeysshould be generatedin any direction without any complexity penalty.
Third, all the bytes of M K EY should be randomized even when the key sizeis
strictly smallerthan ek. Finally, the key-stedulealgorithm shouldresist related-
cipher attacks as described by Wu in [33].

We are convinced that \strong" key-sdedule algorithms have signi cant ad-
vantagesin terms of security, even if the price to pay is a smaller key agility; in
the caseof FOX, we believe that the time neededto compute the subkeys (about
equal to the time neededto encrypt 6 blocks® of data) remains acceptable.The
secondcertral property of FOX key-sdedule algorithms is ensuredby the LFSR
construction. The third property is ensuredby our \Fib onacci-like" construction
(which is a bijective mapping). Furthermore, MK EY is expandedby XORing
constarts depending on r and ek with no overlap on these constarts sequences
(this was cheded experimertally). Finally, the fourth property is ensuredby the
dependencyof the subkey sequenceo the actual round number of the algorithm
instance for which the sequencewill be used.

4 Securit y Foundations

4.1 Luby-Racko-lik e Security

Although lesspopular than the Feistel shemeor SPN structures, the Lai-Massey
schemeo ers similar (super-) pseudorandomnessand decorrelation inheritance
properties, aswasdemonstratedby Vaudenay [30]. Note that we will indi eren tly
use the term \Lai-Massey scheme" to denote both versions, as we can seethe
Extended Lai-Massey scheme as a Lai-Massey schemée®. From this point, we
will make use of the following notation: given an orthomorphism o on a group

scheme using the r functions and the orthomorphism by °(fi;:::;f). Then
the following results are two Luby-Racko -lik e [21] results on the Lai-Massey
scheme. We refer to [30,31] for proofs thereof.

Theorem 1 1. Letf;, f, and f; be three independent random functions uni-
formly distributed on a group (G; +) . Let o be an orthomorphism on G. For
any distinguisher’ limited to d chosenplaintexts, where g = jGj denotesthe
cardinality of the group, between °(f;;f,;f3) and a uniformly distributed
random permutation ¢ , wehaveAdv( °(f;;f,;f;);c) d(d 1)(g '+g ?).

5 In the caseof FOX64 with keys strictly larger than 128 bit, it takes the time to
encrypt 12 blocks of data.

& We can prove this by swapping the two inner inputs and noting that the function
(x;y) 7! or32(x)jjor32(y) builds an orthomorphism

" A distinguisher A is a probabilistic Turing machine with unlimited computational
power. It has accessto an oracle O and can sendit a limited number of queries.
At the end, the distinguisher must output \0" or \1". The advantage for distin-
guishing a random function f from a random function g is de ned by Adv(f;g) =
Pr A=T=1 Pr A9"9=1 .
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2. If fy;:::;f arer 3 independent random functions on a group (G; +) of
order g suchthat Adv(fi;f,) 5 for any adaptive distinguisher between f;
and f; limited to d queriesfor 1 i r andif o is an orthomorphism on

G, wehaveAdv( °(f;;:::;f);c) (3 +d(d 1)(2g '+ g 2))bgc.

Basically, the rst result provesthat the Lai-Massey scheme provides pseudo-
randomnesson three rounds unlessthe f;'s are weak, like for the Feistel scheme
[9]. Super-pseudorandomnesscorresponds to caseswhere a distinguisher can
query chosenciphertexts aswell; in this scenario,the previousresult holds when

the decorrelation bias of the round functions of a Lai-Massey schemeis inher-
ited by the whole structure: provided the f;'s are strong, so is the Lai-Massey
schemé®; in other words, a potential cryptanalysis will not be able to exploit the
Lai-Massey's scheme only, but it will have to take advantage of weaknesse®f
the round functions' internal structure.

4.2 Linear and Dieren tial Cryptanalysis

It is possibleto prove someimportant results about the security of both f32 and
f64 functions towardslinear and di eren tial cryptanalysis, too. As thesefunctions
may be viewed as classical Substitution-Permutation Network constructions, we
will referto somewell-known results on their resistancetowards linear and di er-

ential cryptanalysis provedin [12] by Hong et al. As the mu4 (mu8) mapping is
a (4; 4)-multip ermutation ((8; 8)-multip ermutation), oneis ensuredthat at least
ng = 5 (ng = 9) S-boxesbeforeand after mu4 will be active, respectively. Then,
by Theorem 1 of [12], we have DPR2, ~ (DP$2%)4 and DPM: ~ (DP3EX)8,
Similar results can be obtained with respect to linear cryptanalysis. By taking
into accourt the fact that in a Lai-Masseyscheme,any di erential or linear char-
acteristic on two rounds must involve at least one round function, we obtain the
following result; its complete proof can be found in [14].

Theorem 2 The dier ential (resp.linear) prokability of any single-pmth char-
acteristic in FOX64=k=r is upper bounded by (DP $2%)2 (resp. (LP $2%)2r). Sim-
ilarly, the bounds are (DPS2%)4" (resp. (LP $2%)4") for FOX128=k=r.
SinceDPSX% = |LPSk% = 2 4 e concludethat it isimpossibleto nd any useful
di erential or linear characteristic after 8 rounds for both FOX64 and FOX128
Hence,a minimal number of 12 rounds provides a minimal safety margin.

4.3 Integral Attac ks

Integral attacks [17] apply to ciphers operating on well-aligned data, like SPN
structures. As the round functions of FOX are SPNs, one can wonder whether it

8 One should not misinterpret theseresults in terms of the overall block cipher security:
FOX's round functions are far to be indistinguishable from random functions, as it
is the caseof DES round functions, for instance: the fact that DES is vulnerable to
linear and di eren tial cryptanalysis doesnot contradict Luby-Racko results.
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is possibleto nd an integral distinguisher on the whole structure. We consider
now the caseof FOX64: let us denote the input bytes by X;g with 0 i 7.
Let X3g = @ X7g = @ ¢, and X;g = cfori = 0;1,2,4,5,6, wherec is a
constart. We consider plaintext structures x) for 1 j 256 where a takes
all 256 possiblesbyte values.LetLus deno_tetheLoutput of the third round Imid64
by Yig with 0 i 7.Then, ~ 222 v =~ 22 v} foro i 3. Note
that we have still two such equalities if we replace the last round by a Imor64
round. This integral distinguisher® can be usedto break (four, v e) six rounds
of FOX64 (by guessingthe one, two, or three last round keys and testing the
integral criterion for eat subkey candidate on a few structures of plaintexts)
with a complexity of about (254, 2128) 2192 gperations. A similar property may
be usedto break up to 4 rounds of FOX128 (by guessingthe last round key)
with a complexity of about 2128 operations.

4.4 Other Attac ks

Statistical Attacks. Due to the very high diusion properties of FOX's round
functions, the high algebraic degreeof the sbhox mapping, and the high number
of rounds, we are strongly cornvinced that FOX will resistto known variants of
linear and di erential cryptanalysis (lik e di erential-linear cryptanalysis [4,20],
boomerang[32] and rectangle attacks [5]), aswell as generalizationsthereof, like
Knudsen'struncated and higher-order di erentials [16], impossibledi eren tials
[3], and Harpes' partitioning cryptanalysis [11], for instance.

Slide and Related-Key Attacks. Slide attacks [6,7] exploit periodic key-stedule
algorithms, which is not a property of FOX's key-stedule algorithms. Further-
more, due to very good di usion and the high non-linearity of the key-sdedule,
related-key attacks are very unlikely to be e ectiv e against FOX.

Interpolation and Algebric Attacks. Interpolation attacks [13]take advantage of
S-boxesexhibiting a simple algebraic structure. SinceFOX's non-linear mapping
shox doesnot possessny simple relation over GF(2) or GF(28), such attacks are
certainly not e ectiv e. One of our main concernswasto avoid a pure algebraic
construction for the sbox mapping, asit is the casefor a large number of modern
designsof block ciphers. Although such S-boxeshave many interesting non-linear
properties, they probably form the best conditions to expressa block cipher as
a system of sparse,over-de ned low-degreemultiv ariate polynomial equations
over GF(2) or GF(28); this fact may lead to e ectiv e attacks, as argued by
Courtois and Pieprzyk in [8]. Not choosing an algebraic construction for shox
doesnot necessarilyensuresecurity towards algebraicattacks. Note that we base
our non-linear mapping on \small" permutations, mapping 4 bits to 4 bits, and
that, accordingto [8], any such mapping can always be written asan overde ned
system of at least 21 quadratic equations. Indeed, we cheded that S;, S;, and

° Note that one could extend it to four rounds using large precomputed tables, and
thus reduce the overall complexity by a factor of 254
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S; cannot be described by a systemwith more than 21 quadratic equationsover
GF (2); furthermore, we are not aware of any quadratic relation over GF 28
for shbox. Following the very same methodology than [8], it appearsthat XSL
attacks would break members of the FOX family within a complexity!® of 2171
to 2192, depending on the block sizeand the round numbers. However, one should
interpret these gures with an extreme care:on the onehand, the real complexity
of XSL attacks is by no meansclear at the time of writing and is the subject of
much controversy [26]; on the other hand, we feelthat the advantagesof a small
hardware footprint overcomesud a (possible) security decrease.

5 Implemen tation Issues

Hardware. The sizeof the small S-boxesallowsto implement FOX very e cien tly

on hardware using ASIC or FPGA technologies (which can usually implement

any 4-bit to 4-bit mapping very e cien tly). Projects are currently in process.
We expect that FOX results in very high performanceson hardware.

8-bit Platforms. Obviously, the most intensive computations are related to the
evaluation of the shox mapping and of mu4 and mu8. Di erent strategiesmay be
applied: when extremely few memory is available, one computeson-the-y the
shox mapping, asit is described in x3.1, and all the operationsin GF 28 . The
sole neededconstarts are the small substitution boxes S;, S, and S3 (seexB)
and the constarts neededby the key-sthedulealgorithm. A signi cant speedgain
can be obtained if one precomputesthe shox mapping, the nite eld operations
being all computed dynamically. A third possibility is to precompute two more
mappings: multiplication in GF 22 by and by *!. Finally, in the caseof
FOX128 afurther speedgain may be obtained by tabulating two more mappings:
multiplication by 2 andby 2.

32/64-bit Platforms. The f32 and f64 functions can be implemerted very ef-
ciently using a classicalcombinations of table-lookups and XORs. For a fully
precomputedimplementation, oneneeds8'192bytes of memory spacefor FOX64,
aswell as32'768bytes for FOX128 Depending on the target processorthe near-
est cadhe (i.e. the fastest memory) sizemay be smaller than 32 kB. In this case,
one can spare half of the space(at the cost of a few masking operations) by
noting that the S-boxesare \embedded" in the tables combining the S-box and
the diusion layer; this allows to reduce the fast memory needsto 4'096 and
16'384 bytes, respectively.

Performance Results The following table summarizesthe results obtained so far
by our optimized implementations of the FOX family (in clock cyclesto encrypt
one block, with precomputed subkeys):

10 Under the uncheded hypothesis that XSL can use Gaussian elimination within a
complexity equal to n%378,
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|Cipher |Architecture Implementation [[r = 12|r = 16|
FOX64/ k/r |Intel Pentium 3 |C (gcc) 316 | 406
FOX64/ k/r |Intel Pentium 3 |[ASM 220 | 295
FOX64/ k/r |Intel Pentium 4 |C (gcc) 388 | 564
FOX64/ k/r |AMD Athlon-XP |C (gcc) 306 | 390
FOX64/ k/r |Alpha 21264 C (Compaqgcc)|| 360 | 480
FOX128 k/ r |Intel Pentium 3 |C (gcc) 636 | 840
FOX128 k/r |[AMD Athlon-XP |C (gcc) 544 | 748
FOX128 k/r |Alpha 21264 C (Compag cc)|| 440 | 588

We note that FOX64 is extremely fast on 32-bit architectures, while FOX128 is
competitiv e on 64-bit architectures. Namely, accordingto the Nessieproject [27],
FOX64/12 is the fourth fastest64-bit block cipher on Pentium 3 behind Nimbus
CAST-128and RCA It is 19% faster than Mistyl (NESSIE's choice), 39% faster
than IDEA, 57% faster than DES and about three times faster than TDES. The
genericversionof FOX64 (with 16 rounds) is still 8% faster than IDEA. On Alpha
21264,a 64-bit architecture, FOX12812 is the third fastestblock cipher behind
Nushand AES accordingto [27], while FOX128 (16 rounds) with 256-bit keysis
still 30% faster than Camellia which is one of NESSIE's choices.

Finally, we have an implementation of FOX64/12 (resp. FOX64/16) on 8051,
a typical low-cost 8-bit architecture, needing 16 bytes of RAM, 896 bytes of
ROM (precomputed data and precomputed subkeys) and 575 bytes of code size
encrypting one block in 2958 (resp. 3950) clock cycles.

6 Conclusion

Obviously, proposinga new block cipher family leadsto new open problems. We
strongly encouragethe developmen of attacks against full or reduced versions
of any member of the FOX family.

Another very interesting open problem is the de nition of new linear multi-
permutations which canbe implemerted e cien tly on low-cost 8-bit smartcards.
Someproposalshave beendone in connection with the design of block ciphers
basedon SPNs,wherethe inversemultip ermutation alsohasto be implemented;
using them in a self-inverting structure, e.g. a Feistel or a Lai-Massey scheme,
allows to relax this condition. Hence,the linear mapping can be optimized
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Test Vectors

An implementation of FOX can be validated using the following test vectors. The
ciphertexts corresponding to the plaintext 0x0123456789ABDEF- respectively
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0x0123456789ABUEFRECCBA876543210 are given for two di erent key lengths,
for FOX64 and FOX128 respectively.

FOX64/16/128 K : 00112233 44556677 8899AABBCCDDEEFF
FOX64/16/128 C : B85D6B766DCE952E

FOX64/16/256 K : 00112233 44556677 8899AABBCCDDEEFFFEEDDCBBAA998877665544 33221100
FOX64/16/256 C : BB654D3011DB367E

FOX128/16/128 K : 00112233 44556677 8899AABBCCDDEEFF
FOX128/16/128 C : 849E0F06 82F50CD588AE073006A10BEE

FOX128/16/256 K : 00112233 44556677 8899AABBCCDDEEFFFEEDDCBBAA998877665544 33221100
FOX128/16/256 C : 45CCB1030F67B768 247F5302 66BC4996

B sbox De nition

The three small S-boxes S;, S, and S3, aswell asthe full S-box, are de ned in
the following tables:

| x_[Jox0]0x1]0x2]0x3]0x4]0x5]0x6]0x7]0x8]|0x9]0xA]0xB|0xC/OXD|OXE|OxXF]|
S1(X) [|0x2|0x5|0x1|0x9|0xE 0xA]0xC{0x8|0x6|0x4|0x7|0xF|0xD|0xB|0x0|0x3

Sz (x)||0xB|0x4{0x1|0xF|0x0|0x3|0XE|{0xD|0xA 0x8|0x7 |0x5|0xC0x2|0x9|0x6
Ss(X) ||0XD OxA|0xB|0x1|{0x4|0x3|0x8|0x9|0x5|0x7 |0x2|0xCl0xF|0x0|0x6 |0XE

One should read the next table in that way: to compute shox(0x4Q, one
selectsrst the row named4: (i.e. the fth row), and then oneselectsthe column
named :C (i.e. the thirteenth column) and we get nally sbox(0x4Q = 0x15.

|sbox|[.0].1].2].3].4]5].6].7].8].9] A].B].C].D].E|F]
50DE00[B7DJCA3COC/CIFEICHBO76[89/AA12
8822|4HDB6047|E44(78/9A49/93/C4CQ86|13
A920/53 1Q4E CF35(39|B4A154(64/03/C785/5G
5B CIDE7296|42BEE1A260[EFBD02|AR8Q73
7Q7FH5EF965(EGEBADSAAS79/8E 1530 EGA4
C43EEQ74|51|FB 206594405534 AE52|7E9D)
4AF780/FQDQ90|A7IE89F50/D5D198|CTAQ17
F4B6C128/5F26|01/AH25(38/82|70148|F(1B/CE
3F6BE26766/43/59|19/84/30F52F CYBADY95
29/41/DA1ABOEY69|D47BD711(9B33/8A23/09
D471]44168/6FF2|0EDF87|D83|18/6AEE99(81
62|36|2E7AFE45/9075/91(0C0FE7F614/63/1D
0B 8BB3F3B23B08/4B10/A632/B9Ag92|F1/56
DD21|BF04/BEDEFD77|EA3ACH8FH57|1E[FA2B
58 C527|ACE3JED97|BE46|05/4031|E537|2CQ9E|
0AB1B506/6G1FA32A70FFBA07|24/16/Cq61

MTMUOUOTP>OONOUTN»WNEO
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X (32) XR(32) X1@E2)  XRE2) XrL@2)  XRREG32)
f32 RKga) f64 RK(12)
[or]
Eﬁ %ﬂ
Y2 Yr@2) Yi@2)  YRrR@E2) YRiE2)  RRE32)
(a) Round Imor64 (b) Round elma128
Fig. 1. Round Functions
Xe Ky Xw  Xse) Yo e Lo e Xe  Se %o e
-~~~ RKy(ap) -~~~ RKy(eq)
---- RKy(35 ---- RKy(gq)
---- RKy(ag) ---- RKy(eq
YD(S) Yl(S) YZ(B) \(3(8)
(a) Round function 32 (b) Round function f64

Fig. 2. Functions f32 and f64
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