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The IDEA Block Cipher

! Encrypts64-bit blocks undera 128-bit key.

! Designedby Lai and Massey

! Tweakof PES(ProposedEncryptionStandard)

! Designprinciples:mix three algebraically incompatiblegroup
operations

! Very popular cipher(still unbroken !!, building block of ¯rst
versionsof PGP)
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The IDEA Block Cipher(2)

! Large cryptanalyticalrecord (at least10 papersfrom 1993to
2004)

! Best attack: 5 rounds(out of 8.5) in O(2126) operationsand
O(264) memory with help of 224 chosenplaintextsby Demirci,
Sel»cuk and TÄure [SAC'03].

! Somepapersbreak 8.5 roundsof IDEA, but the attacks work
for a negligibleportion of the keys.
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IDEA operations

! Three group operations: ©, ¢ , ¯

! ©: XOR on 16-bit values.

! ¢ : addition modulo 216

! ¯ : multiplication of GF(216 + 1)¤ (multiplication modulo
216 + 1, where0 is seenas 216)
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Full Cipher

! Full ciphermadeof 8.5 rounds

! Key-Schedulealgorithm: produce52 16-bit subkeysout of the
128-bit key

! Algorithm:
Partition Z into eight 16-bit blocks, and assigntheseblocks
directly to the ¯rst eight subkeys.
Repeat the following until all remainingsubkeysare assigned:
rotate Z left 25 bits, partition the result, and assignthese
blocks to the next eight subkeys.
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Key Schedule

Round r Z (r )
1 Z (r )

2 Z (r )
3 Z (r )

4 Z (r )
5 Z (r )

6

1 Z [0::: 15] Z [16::: 31] Z [32::: 47] Z [48::: 63] Z [64::: 79] Z [80::: 95]
2 Z [96::: 111] Z [112::: 127] Z [25::: 40] Z [41::: 56] Z [57::: 72] Z [73::: 88]
3 Z [89::: 104] Z [105::: 120] Z [121::: 8] Z [9::: 24] Z [50::: 65] Z [66::: 81]
4 Z [82::: 97] Z [98::: 113] Z [114::: 1] Z [2::: 17] Z [18::: 33] Z [34::: 49]
5 Z [75::: 90] Z [91::: 106] Z [107::: 122] Z [123::: 10] Z [11::: 26] Z [27::: 42]
6 Z [43::: 58] Z [59::: 74] Z [100::: 115] Z [116::: 3] Z [4::: 19] Z [20::: 35]
7 Z [36::: 51] Z [52::: 67] Z [68::: 83] Z [84::: 99] Z [125::: 12] Z [13::: 28]
8 Z [29::: 44] Z [45::: 60] Z [61::: 76] Z [77::: 92] Z [93::: 108] Z [109::: 124]
8.5 Z [22::: 37] Z [38::: 53] Z [54::: 69] Z [70::: 85]
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A First Observation

! ®(r ) and ¯ (r ) : two inputs of the MA-box

! ° (r ) and ±(r ) : two outputs of the MA-box

! Demirci, 2002: For any round number r ,

lsb
³

° (r ) © ±(r )
´

= lsb
³

®(r ) ¯ Z (r )
5

´

wherelsb(a) denotesthe leastsigni¯cant (rightmost) bit of a.
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A First Observation(2)
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A SecondObservation

! Biryukov: The two middlewords in a block are only
combined,either with subkeysor internal cipherstate, via two
group operationswhich are linear in their leastsigni¯cant bit.
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The Biryukov-DemirciRelation

Nakahara et al (ACISP'04):

Theorem

For any number of roundsn in the IDEA block cipher, the
following expressionis true with probability one:

lsb

Ã
nM

i =1

³
° (i ) © ±(i )

´
© X (1)

2 © X (1)
3 © Y (n+1)

2 © Y (n+1)
3

!

=

lsb

0

@
nM

j =1

³
Z (j )

2 © Z (j )
3

´
1

A
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Demirci-Biryukov Relationon 1.5-RoundIDEA

! Legend:known value/ constantvalue/ guessedvalue

lsb
³

X (1)
2 © X (1)

3 © C(2)
2 © C(2)

3 © Z (1)
2 © Z (1)

3 © Z (2)
2 © Z (2)

3 ©

Z (1)
5 ¯

³³
X (1)

1 ¯ Z (1)
1

´
©

³
X (1)

3 ¢ Z (1)
3

´´´
= 0
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! Legend:known value/ constantvalue/ guessedvalue

lsb
³

X (1)
2 © X (1)

3 © C(2)
2 © C(2)

3 © Z (1)
2 © Z (1)

3 © Z (2)
2 © Z (2)

3 ©

Z (1)
5 ¯

³³
X (1)

1 ¯ Z (1)
1

´
©

³
X (1)

3 ¢ Z (1)
3

´´´
= 0

Pascal Junod New Attacks against Reduced-Round Versions of IDEA



IDEA in a Nutshell
Demirci-Biryuk ov Relation

New Attacks
Conclusion

Attacking 1 1
2 -Round IDEA

Attacking up to 3 1
2 Rounds

Time-Memo ry Tradeo®
New Square-Like Distinguisher

Demirci-Biryukov Relationon 1.5-RoundIDEA

! Allows to get two 48-bit subkey candidatesin lessthan
O(250) operationsusing55 known plaintexts.

! First trick: apply the Demirci-Biryukov relation in the
decryptiondirection (µa la Matsui)

! Allows to recover48 other bits within the samecomplexity

! Other 32 unknown key bits: exhaustivesearch
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SimpleChosen-PlaintextAttacks

! Secondtrick: ¯x X (1)
1 and X (1)

3 to an arbitrary constant (µa la
Knudsen-Mathiassen).

! Guessappropriate subkeysand checkthe candidateswith
respect to the Demirci-Biryukov relation.
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Time-Memory Tradeo®

Trading time and memory allows to relaxa chosen-plaintext
oracle.

Idea: for all possiblevaluesof Z (1)
1 , Z (1)

3 , and Z (1)
5 , compute

the partial valueof the Demirci-Biryukov relation. Store these
valuesin a table.

Guessthe appropriate subkeysand partially decrypta small
set of known plaintext-ciphertextpairsuntil a match is found.
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NewSquare-Like Distinguisher

Theorem (Square-Like Distinguisheron 2.5-RoundIDEA)

Let 216 di®erentinputs of 2.5-roundIDEA be de¯ned as follows:
X (1)

1 , X (1)
2 , and X (1)

3 are ¯xed to arbitrary constants,and X (1)
4

takesall possiblevalues.Then the XOR of the 216 valuesof the
equation

lsb
³

X (1)
2 © X (1)

3 © C(1)
2 © C(1)

3 ©

Z (1)
2 © Z (1)

3 © Z (2)
2 © Z (2)

3 © Z (3)
2 © Z (3)

3

´
©

lsb
³

° (1) © ±(1)
´

© lsb
³

° (2) © ±(2)
´

is equalto 0 with probability one.
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NewSquare-Like Distinguisher(2)

Idea: usea few saturatedstructuresand mount the sametype
of attacks.

Allows to attack up to 4 rounds
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Complexities(2 rounds)

Rounds Data Time Attack type Ref. Note

2 210 CP 242 di®erential [Meier, 1993]
2 62 CP 234 linear-like this paper
2 23 CP 264 square-like [Demirci, 2002]
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Complexities(2.5 rounds)

Rounds Data Time Attack type Ref. Note

2.5 210 CP 2106 di®erential [Meier, 1993] Memory: 296

2.5 210 CP 232 di®erential [Daemen et al, 1993] For one key out of 277

2.5 218 CP 258 square [Nakahara et al, 2002]
2.5 232 CP 259 square [Nakahara et al, 2002]
2.5 248 CP 279 square [Nakahara et al, 2002]
2.5 2 CP 237 square [Nakahara et al, 2002] Under 216 rel. keys
2.5 55 CP 281 square-like [Demirci, 2002]
2.5 101 CP 248 linear-like this paper
2.5 97 KP 290 linear-like [Nakahara et al, 2003]
2.5 55 KP 254 linear-like this paper Memory: 248
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Complexities(3 rounds)

Rounds Data Time Attack type Ref. Note

3 229 CP 244 di®erential-linear [Borst et al, 1997]
3 71 CP 271 square-like [Demirci, 2002]
3 71 CP 264 linear-like this paper
3 233 CP 264 collision [Demirci et al, 2003] Memory: 264

3 233 CP 250 combination of attacks this paper + [Demirci, 2002]
3 222 CP 250 square-like this paper
3 71 KP 270 linear-like this paper Memory: 248
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Complexities(3.5 rounds)

Rounds Data Time Attack type Ref. Note

3.5 256 CP 267 truncated di®. [Borst et al, 1997]
3.5 238: 5 CP 253 impossibledi®. [Biham et al, 1999] Memory: 248

3.5 234 CP 282 square-like [Demirci, 2002]
3.5 224 CP 273 collision [Demirci et al, 2003]
3.5 222 CP 266 square-like this paper
3.5 103 CP 2103 square-like [Demirci, 2002]
3.5 103 CP 297 linear-like this paper
3.5 119 KP 2112 linear-like [Nakahara et al, 2003]
3.5 103 KP 297 linear-like this paper Memory: 248
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Complexities(4 rounds)

Rounds Data Time Attack type Ref. Note

4 237 CP 270 impossibledi®. [Biham et al, 1999] Memory: 248

4 234 CP 2114 square-like [Demirci, 2002]
4 224 CP 289 collision [Demirci et al, 2003 Memory: 264

4 223 CP 298 square-like this paper
4 121 KP 2114 linear-like [Nakahara et al, 2003]
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Complexities(4.5 and5 rounds)

Rounds Data Time Attack type Ref. Note

4.5 264 CP 2112 impossibledi®. [Biham et al, 1999]
4.5 224 CP 2121 collision [Demirci et al, 2003] Memory: 264

5 224 CP 2126 collision [Demirci et al, 2003] Memory: 264
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ThankYou!
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